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The expected emergence of cryptographically relevant quantum computers (CRQCs) will represent
a singular discontinuity in the history of digital security, with wide ranging impacts. This whitepaper
seeks to elucidate specific implications that the capabilities of developing quantum architectures have
on blockchain vulnerabilities and potential mitigation strategies. First, we provide new resource
estimates for breaking the 256-bit Elliptic Curve Discrete Logarithm Problem over the secp256k1
curve, the core of modern blockchain cryptography. We demonstrate that Shor’s algorithm for this
problem can execute with either < 1200 logical qubits and < 90 million Toffoli gates or < 1450
logical qubits and < 70 million Toffoli gates. In the interest of responsible disclosure, we use a zero-
knowledge proof to validate these results without disclosing attack vectors. On superconducting
architectures with 1073 physical error rates and planar connectivity, those circuits can execute in
minutes using fewer than half a million physical qubits. We introduce a critical distinction between
“fast-clock” (such as superconducting and photonic) and “slow-clock” (such as neutral atom and ion
trap) architectures. Our analysis reveals that the first fast-clock CRQCs would enable “on-spend”
attacks on public mempool transactions of some cryptocurrencies. We survey major cryptocurrency
vulnerabilities through this lens, identifying systemic risks associated with advanced features in
some blockchains such as smart contracts, Proof-of-Stake consensus, and Data Availability Sampling
mechanism, as well as the enduring concern of “abandoned” assets. We argue that technical solutions
would benefit from accompanying public policy and discuss various frameworks of “digital salvage” to
regulate the recovery or destruction of dormant assets while preventing adversarial seizure. We also
discuss implications for other digital assets and tokenization as well as challenges and successful
examples of the ongoing transition to Post-Quantum Cryptography (PQC). Finally, we urge all
vulnerable cryptocurrency communities to join the migration to PQC without delay.

* babbush@google.com
T viathor@google.com
t craiggidney@google.com


mailto:babbush@google.com
mailto:viathor@google.com
mailto:craiggidney@google.com

II.

III.

IV.

VI

VII.

VIIL

IX.

CONTENTS

Introduction

Quantum Attacks on the Elliptic Curve Discrete Logarithm Problem
A. Attack Types and Disclosure Models

B. Updated Quantum Resource Estimates

C. The Evolution of Offensive Quantum Capabilities

Attacks on Bitcoin’s Digital Signature Scheme

A. Public Key Exposure in Bitcoin Transactions

B. The Mechanics of a Quantum Attack on Bitcoin

C. The Origins of Quantum Vulnerabilities in Bitcoin

D. The Infeasibility of Quantum Attacks on Proof-of-Work

Quantum Vulnerabilities of other ECDLP-Based Cryptographic Protocols

Quantum Vulnerabilities of the Ethereum Blockchain
. Account Vulnerability

. Admin Vulnerability

. Code Vulnerability

. Consensus Vulnerability

. Data Availability Vulnerability

uantum Vulnerabilities of Other Blockchains

. Bitcoin and Ethereum Derivatives

. Privacy-Preserving Blockchains

. Post-Quantum Blockchains

. Stablecoins and Real-World Asset Tokenization

. A Taxonomy of Quantum Risk Profiles for Distributed Ledgers

HOQ@WP>O HOQWE

Risks and Challenges in Migrating to Post-Quantum Cryptography

Dormant Digital Assets

A. The Challenge Posed by Dormant Assets

B. Bitcoin Community’s Options for the Challenge of Dormant Assets
1. Do Nothing, Burn, and Hourglass
2. Bad Sidechain

C. Public Policy Options for the Challenge of Dormant Assets
1. Regulated Destruction of Dormant Assets is Not Viable Policy
2. Digital Salvage
3. National Security Response
4. Engagement with Bitcoin Community

Outlook
Acknowledgements
Financial Conflict of Interest Statement

References

Appendix: Zero-Knowledge Proof of Resource Costs

. Low-Qubit Circuit Variant

. Low-Gate Circuit Variant

. Circuit Architecture and Approximate Correctness
Measurement Based Uncomputation and Kickmix Circuits
. Verifiable Fuzz Testing via the Fiat-Shamir Heuristic

. Cryptographic Attestation via SP1 and Groth16 SNARK
. Code Availability for Zero-Knowledge Proof

O U W N

20

22
23
24
26
27
29

30
30
31
32
33
34

34

36
36
37
37
39
39
40
41
41
42

42
43
43

43

54
54
o4
%)
56
56
o6
57



I. INTRODUCTION

Quantum computers render tractable certain otherwise hard computational problems. This promises an immense
benefit to many fields of science and technology [1-5], but also jeopardizes some widely deployed cryptosystems.
Most importantly, cryptographically-relevant quantum computers (CRQCs) pose a threat [6-8] to widely deployed
public-key cryptography [9] including the Rivest-Shamir-Adleman (RSA) cryptosystem [10] and Elliptic Curve Cryp-
tography [11, 12]. The former arises from Shor’s efficient quantum algorithm for factoring integers [13] and the latter
from Shor’s efficient quantum algorithm for the Elliptic Curve Discrete Logarithm Problem (ECDLP) [13]. Cryp-
tosystems based on the ECDLP are used to establish authenticity and integrity of software, firmware and microcode
updates [14, 15], to ensure authenticity and integrity of operating system images in secure boot [15], to secure web
traffic using the Transport Layer Security (TLS) protocol [16], to ensure integrity and confidentiality in end-to-end
encrypted messaging [17], to secure electronic passports and identification cards [18], to support passwordless and
multi-factor authentication [19], to secure administrative access to cloud infrastructure using the Secure Shell (SSH)
protocol [20], to authenticate domain name records [21], to implement cryptographic features in systems with low com-
pute resources, such as embedded systems and Internet-of-Things devices [22], and in other critical applications [23].

Cryptocurrencies stand out among these applications of quantum-vulnerable cryptography for two reasons. First,
in pursuit of efficiency and scale many blockchains depend crucially on ECDLP-based cryptography which uses keys
that are almost an order of magnitude smaller than those of RSA at a similar security level [24] which means a smaller
CRQC is required to break them. Second, unlike traditional finance which generally employs multiple safeguards,
blockchains tend to offer no recourse against fraudulent transactions enabling unrecoverable theft with a forgery of a
single digital signature.

Despite the critical dependence of cryptocurrencies on quantum-vulnerable ECDLP-based cryptography, the inter-
section of quantum computing and blockchain technology remains under-explored. Prior works have focused almost
exclusively on Bitcoin [25-30] with only a few publications exploring the cryptocurrencies landscape more broadly [31—
33]. Existing discussions rely on historical timelines for constructing real-world CRQCs and generally do not reflect
state-of-the-art resource estimates for quantum algorithms. Furthermore, systemic vulnerabilities with implications
for stablecoins and tokenization remain unexplored. This whitepaper seeks to paint a more comprehensive picture by
sharing updated resource estimates for quantum attacks while widening the discussion beyond a focus on Bitcoin to
other cryptocurrencies and modern developments, such as real-world asset tokenization. In our exploration of cryp-
tographic innovations in modern cryptocurrencies, we come across novel quantum vulnerabilities and attack modes,
such as the ability to use a CRQC to manufacture reusable classical exploits—a risk absent from Bitcoin.

We expect this document will be scrutinized by policymakers and stakeholders in the financial sector who will have
differing levels of familiarity with these risks. However, we also intend for this to be a wake-up call to our colleagues
in the quantum computing community. For many in the quantum community, this may be the first detailed exposure
to the practical mechanics of blockchain vulnerabilities and the specific “onchain” consequences of the algorithms we
study. Indeed, the quantum computing community maintains an odd relationship with cryptanalysis applications. It
is seen as scientifically prestigious to develop and refine quantum cryptanalysis algorithms, yet it is often regarded as
taboo to discuss the downstream implications of these algorithms or how they will influence the commercial quantum
computing landscape. In this sense, the field has developed a culture of detachment from the real-world consequences
of its work on breaking quantum-vulnerable cryptosystems.

This paper offers several technical and policy contributions that depart from conventional wisdom. We explain
our position that progress in quantum computing has reached the stage where it is prudent to stop publishing
details of improved quantum cryptanalysis to avoid misuse. Nevertheless, publishing trustworthy resource estimates
remains essential to signal the proximity of quantum threats and motivate timely defenses. This tension between
public transparency and the need to deny rogue actors specific attack details is a long-standing debate in computer
security [34], leading to the “Responsible Disclosure” paradigm [35] where vulnerabilities are disclosed only after a
remediation window. Adapting this practice to quantum cryptanalysis — where patching is exceptionally difficult
and the threat timeline is shifting — we share updated resource estimates while withholding the specific quantum
circuits. However, this approach gives rise to issues of trust and confidence.

The value of cryptocurrency assets is based on their digital security (assured by code and cryptography) and public
confidence in the decentralized system (rather than in third party intermediaries as in traditional banking). The
importance of public confidence in the system reflects the fact that cryptocurrencies, like traditional forms of money,
are social institutions [36, 37] built on trust in the system and shared understanding of its rules and capabilities. While
the digital security of cryptocurrencies can be attacked using CRQCs, public confidence can be undermined using Fear,
Uncertainty and Doubt (FUD) techniques [38-40]. In this sense, unscientific and unsubstantiated resource estimates
may themselves constitute a genuine or apparent attack on the system, which complicates responsible disclosure and
technical discussion of quantum vulnerabilities in blockchain technologies. We address this communication challenge
in two ways.



First, we reduce the FUD potential of our discussion by explicitly emphasizing and clarifying areas where cryptocur-
rencies are resilient against quantum attacks, sometimes despite widespread belief to the contrary, such as in the case
of Bitcoin’s Proof-of-Work consensus mechanism’s immunity to quantum attacks using Grover’s algorithm, Zcash’s
newest shielded pool’s resilience against quantum attacks on protocol parameters, and the widespread protection of
public keys behind cryptographic hash functions on many blockchains, including Bitcoin. We also discuss successful
PQC projects to highlight technical feasibility of continued operation of digital economy in a world with CRQCs.

Second, we rigorously substantiate our resource estimates by sharing a cryptographic zero-knowledge (ZK) proof [41,
42] that enables trustless third parties to cryptographically verify the estimates without access to the underlying attack
details. Specifically, we publish a ZK proof that we have compiled two quantum circuits for solving the 256-bit ECDLP:
one with 1200 logical qubits and 90 million Toffoli gates and one with 1450 logical qubits and 70 million Toffoli gates.
ZK proofs have been previously suggested [43] as a tool to demonstrate the existence of security vulnerabilities (not
related to quantum computers) without leaking the details necessary to carry out an attack. However, past work on
this topic appears to focus on demonstrating the feasibility of ZK disclosures in principle, by applying techniques to
previously reported vulnerabilities rather than using them to disclose a novel or improved attack as we do here.

On a standard superconducting architecture, using surface code error correction, we estimate these computations
could be realized with fewer than half a million physical qubits (nearly a 20 fold reduction over prior estimates [44]).
This reduction in quantum resources needed to solve ECDLP on a quantum computer reflects the general pattern of
quantum algorithmic improvements, exemplified by the reduction in resources needed to break 2048-bit RSA [45, 46].
While we focus on compilation to a scaled up version of platforms that have been experimentally demonstrated,
resource estimates could be reduced substantially by making more aggressive assumptions about hardware capabilities.
Furthermore, our analysis gives the first clear indication that superconducting qubits could launch attacks within the
average block time of Bitcoin and Bitcoin Cash, thus enabling “on-spend” attacks whereby a transaction is intercepted,
the key is broken, and a fraudulent transaction is syndicated in the brief period of time before it is recorded on the
blockchain. This prospect highlights the importance of migrating to Post-Quantum Cryptography (PQC) and of
mitigation measures that thwart on-spend attacks, such as private mempools and commit-reveal schemes [47].

We delineate how superconducting, silicon, and photonic platforms, with their fast gates and short error correction
cycle times, pose a distinct threat to active transactions that slower architectures like neutral atoms and ion traps
likely cannot match. This architectural distinction informs our discussion on mitigation strategies. We explore two
divergent scenarios: one where the first CRQCs are built on a superconducting, silicon, or photonic platform and
the other where the first CRQCs are implemented in a neutral atom or ion trap architecture. In the latter case, we
expect that the first CRQCs will only be able to implement “at-rest” attacks whereby the quantum attacker requires
a substantial period of time to solve for the private key and is therefore only able to attack long-exposed public
keys securing funds at rest on the blockchain. In this scenario, the first mitigation is not necessarily a full swap of
the vulnerable cryptosystems, but rather a rigorous elimination of public key reuse and minimization of public key
exposure. We note that while a distinction between attack types has been discussed in prior literature, sometimes
under different names such as “short-range” and “long-range” attacks [25], we add to this discussion by associating
attack types with specific quantum architectures. The ultimate path towards post-quantum security in blockchain
technologies is technically clear, if logistically difficult: a full switch to PQC [48, 49]. We argue that steps towards
this complex migration should begin immediately. In line with the defense-in-depth principle [50], we recommend
that intermediate mitigation measures also be urgently adopted. Such measures are technically simpler than a full
upgrade of the underlying cryptosystems which allows them to be deployed earlier.

The need for urgency arises from multiple considerations. Technical and logistical difficulties make migration to
post-quantum cryptosystems a slow process. For some blockchains, this may be exacerbated by challenges involved in
reaching sufficiently broad consensus. Key obstacles are related to resource costs of PQC which are substantially higher
than those of ECDLP-based cryptosystems. In particular, in the Bitcoin community, some historical proposals that
increased bandwidth requirements of running network nodes turned out to be controversial and led to disagreements
and hard forks. Moreover, some of the current technical and financial trends in cryptocurrencies magnify quantum
risks while exposing new funds and assets. Specifically, the quantum attack surface of blockchain-based systems
continues to expand due to the introduction of new privacy and scalability features based on quantum-vulnerable
cryptography. At the same time, financial developments, such as fiat-backed stablecoins and tokenization of other
real-world assets (RWA), are projected to increase the pool of assets governed by smart contracts by nearly an order of
magnitude by 2030 [51]. Most of this activity takes place on general-purpose blockchains for smart contracts, primarily
Ethereum and to some extent Solana [52], with growing issuance on specialized blockchains, such as Algorand [53],
Stellar [54, 55], and the XRP Ledger [56, 57] notable for protocol-level support for RWA tokenization [58-60]. The
account model and smart contracts employed by these blockchains introduce new quantum vulnerabilities not present
in Bitcoin and its derivatives.

Fortunately, there is a path to achieving post-quantum security for cryptocurrencies. PQC has become a mature
cryptographic discipline: post-quantum cryptosystems have been proposed, scrutinized, implemented and deployed.



In fact, they are in active use protecting Internet traffic [61] and indeed securing blockchain transactions [62]. As
we discuss in detail in later sections, some blockchains, such as the Quantum Resistant Ledger (QRL) [63, 64],
Mochimo [65] and Abelian [66], rely exclusively on PQC. Others, such as Algorand, the XRP Ledger, and Solana,
have made early experimental deployments of post-quantum protocols [62, 67].

However, forward-looking migration to PQC is not a panacea. Dormant digital assets, including those abandoned
or inaccessible due to lost private keys, pose a distinct and critical challenge. We highlight the example of Bitcoin’s
Pay-to-Public-Key (P2PK) locking scripts, which secure over 1.7 million BTC. The total amount of dormant quantum-
vulnerable bitcoin may reach 2.3 million BTC when all script types are considered. Unlike active wallets that
can migrate to new standards, dormant assets cannot be “fixed” via forks that enable PQC protocols for future
transactions. They represent a fixed target — tens or hundreds of billions of dollars in value that will eventually
become accessible to a quantum attacker. The community will soon face difficult, unprecedented decisions regarding
the fate of these assets, forcing tradeoffs between the immutability of cryptographic property rights and the economic
stability of the network.

The currently unclear legal status of the use of CRQCs to recover private keys of dormant P2PK assets creates
significant risk that they would inevitably be seized by rogue actors. We consider policy responses to address this
risk, including options for bringing the resulting financial gains into the formal, taxable economy and preventing them
from falling exclusively to criminals or adversarial state actors. For example, governments may consider national
security responses or may create a legal framework for “digital salvage”. This approach classifies the recovery of these
assets as a regulated activity, analogous to recovery of sunken treasure. Ultimately, the fate of dormant quantum-
vulnerable assets will depend on protocol changes (which may cause blockchains to fork), economic incentives (which
will determine the relative value of forked assets) and government policy (which will constrain activities of regulated
entities). The Bitcoin community retains control over protocol changes, but faces challenges related to the need for
broad consensus. Therefore, it would be consistent for public policy to create a legal backstop by legalizing salvage
while simultaneously recommending that the community exercise its autonomy to “burn” all salvageable coins.

The remainder of this paper is organized as follows. In Section II, we present new quantum resource estimates for
breaking the ECDLP together with a zero-knowledge proof that substantiates our claims while withholding technical
details necessary to launch an attack. We also define the operational difference between “on-spend”, “at-rest” and “on-
setup” attacks contrasting the capabilities of “fast-clock” quantum computers, such as those based on superconducting,
silicon, and photonic qubits, on one hand, and “slow-clock” quantum computers, such as those based on neutral
atoms and ion traps, on the other. In Section III, we analyze the specific vulnerabilities of the Bitcoin blockchain,
discussing the threat to digital signatures, explaining the detailed mechanics of “on-spend” and “at-rest” attacks,
and the infeasibility of quantum attacks against its Proof-of-Work consensus mechanism. In Section IV, we step
beyond digital signatures and provide a high-level description of other ECDLP-based cryptographic protocols that
enable new features that are a source of novel quantum vulnerabilities in modern cryptocurrencies. In Section V, we
examine the Ethereum blockchain, identifying distinct risks to its account model, smart contract governance, Proof-
of-Stake validators, and Data Availability Sampling mechanism, highlighting how the emergence of a complex digital
ecosystem, including Layer 2 solutions, stablecoins, and tokenization, substantially increases the attack surface for
quantum threats. In Section VI, we discuss smaller blockchains that are a source of intense financial and cryptographic
innovation. We highlight novel quantum vulnerabilities they sometimes introduce as well as examples of successful
deployment of PQC to protect cryptocurrencies and other digital assets. Then, in Section VII, we describe risks and
challenges associated with the migration to PQC. In Section VIII, we shift from technical analysis to a discussion of
public policy around quantum vulnerabilities, focusing on possible approaches to address the challenge of dormant
assets. Finally, we conclude in Section IX with an outlook on the challenge and urgency of migrating to PQC.

II. QUANTUM ATTACKS ON THE ELLIPTIC CURVE DISCRETE LOGARITHM PROBLEM
A. Attack Types and Disclosure Models

At the heart of most cryptocurrency security lies the assumption that the ECDLP is hard to solve. In later sections,
we will discuss specific blockchain functions that rely on this hardness assumption, including transaction validation in
Bitcoin and Ethereum and the Proof-of-Stake consensus mechanism in Ethereum. Here, we outline briefly three types
of quantum attacks on blockchain security and provide new bounds on the quantum resources required to execute
such attacks. Based on these estimates, we discuss two scenarios of the emergence of CRQCs capable of exploiting
cryptocurrency vulnerabilities. These scenarios will later anchor our discussion of possible mitigation strategies.
In particular, the speed of attacks that early CRQCs can execute determines which blockchain vulnerabilities are
exploitable and hence, informs the choice of intermediate mitigation measures.



We classify quantum attacks into three categories based on the necessary execution speed and on whether access
to a CRQC is required for each attack or only once to prepare a universal reusable exploit:

1. On-Spend Attacks: Attacks targeting transactions in transit. When a blockchain user broadcasts a trans-
action, an attacker must derive the private key within the window of time allowed before the transaction is
recorded on the blockchain. This requires a quantum computer fast enough to solve ECDLP within the transac-
tion settlement time of the target blockchain which ranges from hundreds of milliseconds to a few minutes (e.g.,
about 400 milliseconds for Solana, about 12 seconds for Ethereum, about 10 minutes on average for Bitcoin).
On-spend attacks are also known as “short-range” or “just-in-time” attacks [25, 68].

2. At-Rest Attacks: Attacks targeting public keys that remain exposed onchain or offchain for long periods of
time, such as dormant wallets with reused keys. The attacker has days (or more) to derive the private key.
At-rest attacks are also known as “long-range” or “long-exposure” attacks [25].

3. On-Setup Attacks: Attacks targeting fixed public protocol parameters that produce a universal reusable
backdoor into a cryptographic protocol. The backdoor is created by means of a one-time off-line quantum
computation on a CRQC and subsequent attacks utilizing it are executed on a classical computer. For example,
an on-setup attack may involve the use of Shor’s algorithm to recover the so-called “toxic waste” discarded in a
powers-of-tau trusted setup ceremony [69]. While the Bitcoin blockchain is immune to on-setup attacks, some
scaling solutions, such as Ethereum’s Data Availability Sampling mechanism, and privacy protocols, such as
Tornado Cash [70], are vulnerable to this especially insidious attack mode.

We note that there are other ways to classify quantum attacks on cryptocurrencies. In particular, one could
categorize them by the security property they breach yielding a finer classification into attacks on asset ownership
(e.g., transaction forgery in Bitcoin), consensus (e.g., deep blockchain reorganizations after compromising more than
half of Ethereum validators), confidentiality (e.g., attacks on unlinkability of diversified addresses in Zcash), monetary
integrity (e.g., creation of new coin in Mimblewimble or a vulnerable zk-rollup of Ethereum), solvency (e.g., peg collapse
due to illegitimate Rootstock or stablecoin redemptions, stealthy drain of an anonymity pool in Tornado Cash), data
availability (e.g., forging a data availability sampling proof in Ethereum), or governance (e.g., vote forgery in Cardano
or in a Decentralized Autonomous Organization on Ethereum, asset takeover in a multisig bridge). In later sections,
we discuss quantum attacks in terms of their onchain consequences, returning to all of the above examples. Here, we
focus on the execution speed, because it has direct implications for the type of CRQC necessary to launch an attack.

Even though all universal quantum computer architectures are in principle capable of unlocking the same asymptotic
quantum speedups for certain problems, such as the exponential speedup for ECDLP provided by Shor’s algorithm, the
actual wall clock time they incur varies by orders of magnitude. These constant factors govern the ability of a given type
of CRQC to launch on-spend attacks. The resource estimates we describe below indicate that superconducting [71],
photonic [72, 73], and silicon spin qubit [74] CRQCs, with their fast gates and short quantum error correction cycles,
will be able to solve ECDLP in the span of a few minutes and thus, to launch on-spend attacks. By contrast, the
elementary operations on neutral atom and ion trap devices are about two to three orders of magnitude slower [75, 76].
As a consequence, we do not expect CRQCs in these slower architectures to be able to launch on-spend attacks. We
will refer to the former as fast-clock CRQCs and to the latter as slow-clock CRQCs.

Traditionally, the gold standard for quantum resource estimation has been full transparency: publishing algorithmic
innovations, logical circuits, and error-correction optimizations to ensure results are openly verifiable. Our team has
historically adhered to this standard — for instance, in establishing the most efficient quantum algorithms and
circuits for breaking 2048-bit RSA [45, 46]. However, the escalating risk that detailed cryptanalytic blueprints could
be weaponized by adversarial actors necessitates a shift in disclosure practices. Accordingly, we believe it is now
a matter of public responsibility to share refined resource estimates while withholding the precise mechanics of the
underlying attacks. Transparency regarding the overall resource costs of quantum attacks is essential; if the community
overestimates the resources required, the perceived “safety margin” may lead to a dangerous “wait-and-see” attitude.
Given the technical trade-offs of PQC, such delays could make it difficult for vulnerable cryptocurrencies to execute
an orderly transition.

This tension has sparked debate within the community. For example, Scott Aaronson, a prominent researcher
and blogger in quantum computing, has recently oscillated between advocating for total non-disclosure [77] and full
transparency [78]. We regard this debate as a quantum iteration of the older vulnerability disclosure controversy [34]
which has roots in Kerckhoff’s Principle [79] and which, in modern times, sets the No Disclosure position against
the Full Disclosure movement. In computer security, the debate has ultimately yielded a consensus known as the
Responsible Disclosure or Coordinated Vulnerability Disclosure (CVD): a public disclosure preceded by an embargo
to allow the vulnerable systems to be fixed. Variants of CVD with strict deadlines have been adopted by prominent
computer security research institutions, such as CERT/CC at Carnegie Mellon University [80] and by Google’s Project



Zero [81], and were codified as an international standard ISO/TEC 29147:2018 [35]. While ordinary software embargoes
typically last only a few months, publication is frequently deferred for hard-to-fix exposures, such as hardware flaws,
operating systems bugs, or issues that require updates to technical standards [80]. Quantum vulnerabilities in ECDLP-
based cryptography certainly qualify as hard-to-fix. Consequently, we believe it is consistent with the principles of
responsible disclosure to withhold the quantum circuits necessary to launch quantum attacks.

Nevertheless, providing resource estimates without supporting data can appear unscientific, especially to the his-
torically skeptical [82] and decentralized cryptocurrency community. We bridge this gap using a zero-knowledge
(ZK) proof [41, 42]. By providing a ZK proof, we offer the community a rigorous way to verify the imminent threat
to ECDLP without leaking sensitive details to potential quantum adversaries. We produce our ZK proof using a
state-of-the-art software tool, the SP1 zero-knowledge virtual machine (zkVM) [83].

The statement that our ZK proof demonstrates is the following: we possess a classical reversible circuit of a
specified size which on most inputs correctly computes point addition on the elliptic curve secp256k1l [84, 85]. This
is the primary bottleneck in Shor’s quantum algorithm and can be related to the cost of the overall algorithm in
a straightforward fashion provided that one is using a “windowed arithmetic” technique for multiplying an elliptic
curve point by a scalar [45]. Therefore, verifying circuits for this subroutine is sufficient to substantiate our resource
estimates. Furthermore, for the purposes of solving the ECDLP on a quantum computer, it is sufficient for the elliptic
curve point addition circuit to yield correct results on most, rather than all, inputs [86]. This framing does leak
two pieces of information about our result: (i) that we are using a classical reversible circuit executed in quantum
superposition for the elliptic curve point addition and (ii) that we are using windowed arithmetic. However, neither of
these facts is surprising or unexpected. In fact, (i) has been true of all prior work on breaking ECDLP on a quantum
computer and (ii) is a common element in all recent works [44, 87-90].

In order to produce the ZK proof using the SP1 zkVM, we implement a Rust program that takes a secret classical
reversible circuit as input and checks that it correctly computes elliptic curve point addition on nine thousand random
inputs. We commit to our secret quantum circuit via its SHA-256 cryptographic hash (a unique “digital fingerprint”).
We generate the random test inputs using a cryptographically secure pseudo-random number generator (CSPRNG)
— a SHAKE256 extendable-output function (XOF) initialized with the raw bytes of our circuit. This approach is
closely related to the Fiat-Shamir heuristic [91], and can be shown to be sound under certain idealized assumptions
about the hash function. More details are provided in the Appendix of this paper. The Rust code and the ZK proof
are available in our Zenodo dataset [92].

B. Updated Quantum Resource Estimates

The landscape of published state-of-the-art compilations of Shor’s algorithm for n-bit ECDLP problem is compli-
cated by the space-time tradeoff between the number of logical qubits (which governs how large the CRQC required
for a quantum attack must be) and Toffoli gate count. Toffoli gates dominate the resource costs of fault-tolerant
execution of Shor’s algorithm dictating its overall runtime [93, 94] and determining whether on-spend attacks are
possible. The best published number of logical qubits is from a recent preprint by Chevignard et al. [87], where they
estimate a logical qubit count of 1100 for n = 256 (and 3.12n + o(n) asymptotically). However, this small logical
quantum memory footprint comes at the cost of more than 100 billion Toffoli gates. Such a large number of gates
translates to both an exorbitant runtime, as well as a very large number of physical qubits (the number of physical
qubits required depends on both the number of logical qubits and the number of gates).

On the other extreme, the best prior published Toffoli count is roughly 200 million by Litinski [44] (the title of
the paper says 50 million not 200 million because it includes optimizations that reduce the amortized cost of solving
multiple instances, whereas we are focusing on single instance attacks). Litinski’s lower Toffoli count comes at the
cost of more than twice the number of logical qubits compared to Chevignard et al. Accounting for error correction
overhead, the space required for Litinski’s approach is further estimated to be about 9 million physical qubits in a
photonic architecture [44]. We compare these works and others to our own in Figure 1.

We are reporting here that our team has developed logical circuits to break ECDLP on elliptic curves over finite
fields with n-bit prime modulus and n-bit group order requiring approximately 4.5n space. In Figure 2, we show
the resources required for two variants of our approach (one optimized for qubit count, the other optimized for gate
count), at different values of n. At n = 256 bits, the circuits use either 1200 logical qubits and 90 million Toffoli
gates or 1450 logical qubits and 70 million Toffoli gates. In terms of the spacetime volume (a key resource which in
particular drives the quantum error correction overhead), these estimates represent roughly an order of magnitude
improvement over the most efficient prior work when applied to a single ECDLP instance. These are the resource
estimates we demonstrate using the ZK proof discussed above. Our findings apply directly to ECDLP on secp256k1
— an elliptic curve widely used in digital signatures on popular blockchains, such as Bitcoin and Ethereum.

Using standard assumptions about superconducting qubits hardware, such as planar degree-four connectivity and



Logical Resources Required to Break 256-bit ECDLP
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Figure 1. Comparison of logical quantum resources (number of logical qubits and Toffoli gates) required to break 256-bit
ECDLP for the secp256kl curve, as reported by various prior works. The arrows illustrate the application of two algorithmic
optimizations adopted from Litinski [44]: state reuse and div batching. State reuse refers to deriving multiple (here: nine)
private keys from public keys in a single execution by reusing the initial phase estimation state. Div batching refers to running
multiple (here: two for the visible point and nine for the point offscreen which corresponds to 2.7 x 10* logical qubits) instances
of the algorithm in parallel and merging the modular division (inversion) operation across those instances; this is known as
“Montgomery’s trick” in the cryptography literature [95]. Note that the main resource estimates for our approach quoted
throughout this work apply to a single instance and do not include such optimizations. The plot represents resource estimates
found in [44, 86-90, 96, 97].

10~2 physical error rates, running variants of the surface code architecture similar to the one assumed in [46], we
calculate that these circuits can be executed on fewer than half a million physical qubits. This estimate is based on
the reduced error correction overhead resulting from the smaller size of the optimized logical circuit and on the use
of efficient storage of logical qubits in dense surface code configurations protected by “yokes” [98, 99]. In order to
estimate the wall clock time of running our circuits, we assume they are executed in a reaction-limited fashion [94] —
a style of quantum computation where execution speed is mainly limited by the reaction time of the control system.
If we assume a control system reaction time of 10 microseconds (a standard figure for superconducting qubits [100]),
and a 50% overhead per Toffoli gate, then 70 or 90 million Toffoli gates can be resolved in 18 or 23 minutes on a
superconducting CRQC — close to the 10 minute average Bitcoin block time.

On-spend attacks, which affect all standard addresses in Bitcoin and similar cryptocurrencies, become even faster
when we take into account the fact that a quantum computer can precompute the first half of the algorithm (which
only depends on protocol parameters common to all addresses) and then wait in this “primed” state until a public
key is available. This halves the time between a public key being revealed and its private key being resolved. Hence,
we should estimate the time required to launch an on-spend attack starting from this primed state at the moment
the public key is learned to be roughly either 9 minutes or 12 minutes. These facts imply that a superconducting
CRQC capable of performing at-rest attacks against static holdings recorded on the blockchain would likely also be
capable of executing on-spend attacks against active transactions. As we discuss in more detail later on, we do not
expect meaningful scaling challenges between a quantum computer with 1200 logical qubits and one with 1450, so, in
order to focus and simplify subsequent discussion, we assume that first-generation fast-clock CRQCs may be able to
solve ECDLP on secp256k1 and similar elliptic curves in about 9 minutes on average. Note that, if multiple primed
machines are available, this duration can be further reduced. For example, according to Table 7.8 of Ref. [101], an
attack with 11 primed machines would involve each machine performing 32 elliptic curve point additions rather than
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Figure 2. Logical resources required to break n-bit ECDLP for curves with bit lengths of n = 32,64, 128, 256.

one primed machine performing 208, a 6.5x speedup.

Executing 70 million Toffolis in 9 minutes would require the generation of half a million T states per second. A
T state of sufficiently low error can be produced in 50,000 qubit-rounds [102]. In a fast-clock architecture with 1
microsecond error correction rounds, this implies allocating 25,000 physical qubits to magic production. This is a
small qubit count compared to the half a million needed to run the algorithm at all, and this is why for fast-clock
architectures we expect on-spend attacks to become possible at essentially the same time as at-rest attacks. By
contrast, in a slow-clock architecture with 100 microseconds rounds or longer [75, 76], two and half million physical
qubits would be needed for sufficient T state production. This qubit count is substantially larger than what is needed
to run the algorithm slowly, so we currently expect that on slow-clock architectures at-rest attacks become possible
before on-spend attacks. Nevertheless, it is plausible that future discoveries of new magic production techniques
(e.g., new techniques for producing T states) that can be efficiently executed under the constraints of slow-clock
architectures might enable them to launch on-spend attacks, too.

To further put these resource estimates into context we refer the reader to Figure 3 which first appeared in a recent
perspective article from Google Quantum AI [103]. The lesson of Figure 3 is that advances in quantum algorithms and
quantum error correction architectures continue to dramatically reduce the physical resources required to implement
quantum applications (as the saying goes in cryptography: “attacks always get better” [104]). While resource estimates
cannot drop indefinitely, the applications of focus in these plots (breaking RSA and simulating quantum chemistry)
have been the focus of significantly more published research historically than quantum algorithms for breaking ECDLP
so it may be the case that algorithms for those applications are closer to optimal than they are for ECDLP.

The high cost of fault-tolerant quantum computation stems largely from the overhead of quantum error correction,
which demands a difficult balance of hardware-compatible connectivity, high noise tolerance, fast syndrome decoders,
and expressive logical instruction set in order to provide a complete and feasible solution from an engineering per-
spective. While the well-understood surface code meets these requirements, it suffers from low efficiency — expressed
by the logical-to-physical qubit ratio also known as the code’s encoding rate or simply rate — compared to other
modern codes. For example, recent research into quantum Low-Density Parity-Check (QLDPC) codes [115, 116] offers
an intriguing alternative by using long-range connections to increase the encoding rate. Although current resource
estimates often default to the surface code for its proven decodability and the feasible demands it makes on hard-
ware design, maturing qLDPC technologies could potentially further reduce physical qubit requirements [117, 118].
Recently, search for better quantum error correcting codes has been accelerated using AI techniques [119, 120].

The physical resource estimates we have discussed here (e.g., half a million physical qubits) assume relatively
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Figure 3. These figures, which first appeared in [3] illustrate that algorithms and error-correction research have dramatically
decreased the resources required to solve important problems on quantum computers over the last decade. (Left) The number
of physical qubits required of a superconducting qubit architecture running the surface code in the most advanced resource
estimates for breaking 2048-bit RSA encryption, as a function of the year the manuscript was published. We note that
some papers have claimed even fewer physical qubits by more aggressively changing hardware assumptions (e.g., by analyzing
devices with higher connectivity or lower error rates) but here we elect to compare estimates that make comparable hardware
assumptions. (b) Number of Toffoli gates required by the most advanced resource estimates for computing the ground state
energy of the FeMoco molecule to chemical accuracy, as a function of the year the manuscript was published. Here, resource
estimates are reported for the Reiher (“small”) [105] and Li (“large”) [106] FeMoco active space Hamiltonians. The left plot
includes Refs. [8, 107-110] and the right plot includes Refs. [105, 111-114].

benign hardware capabilities, such as a planar architecture with degree-four connectivity and 10~3 physical gate
error rates (i.e., consistent with a scaled up version of Google’s quantum processors that have been demonstrated
experimentally [71]). More aggressive hardware assumptions — such as the “bicycle” architecture used for 2-gross
qLDPC codes [115, 117] — could drop qubit counts closer to one hundred thousand physical qubits, but this approach
requires non-local degree-seven connectivity that has yet to be demonstrated in actual superconducting qubit devices.
Similarly, the recently introduced “Pinnacle” architecture [118] suggests breaking 2048-bit RSA with fewer than one
hundred thousand superconducting qubits, but relies on even more challenging degree-ten, non-planar connectivity
for codes that currently lack extensive simulations characterizing their performance, or efficient decoders, and would
require nearly a month of runtime. The physical complexity of devices meeting these more demanding specifications
makes them potentially more difficult to fabricate with sufficiently low physical error rates than larger devices with
more benign engineering demands. Consequently, while a Pinnacle-style device would theoretically require even fewer
than one-hundred thousand superconducting qubits to break 256-bit ECDLP, a planar degree-four device with half a
million qubits remains the better understood and also likely more feasible engineering path. Nevertheless, the search
for high rate codes compatible with engineering constraints is an active and promising research area [121].

C. The Evolution of Offensive Quantum Capabilities

Considering the significant speed difference between fast-clock and slow-clock quantum computing platforms, and
because potential mitigation strategies depend on whether at-rest attacks become viable significantly earlier than
on-spend attacks, we believe it would be prudent for the cryptocurrency community to develop contingency plans for
two potential scenarios [122]:
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e Scenario 1: On-spend attacks become viable about the same time as at-rest attacks. This is a possibility if
the first CRQCs are fast-clock devices.

e Scenario 2: At-rest attacks become viable meaningfully sooner than on-spend attacks. This is a possibility if
slow-clock quantum platforms advance more rapidly than fast-clock ones.

In part, the uncertainty concerning the two scenarios arises from the wide range of quantum computer architectures
being actively developed across many research labs, tech companies and startups. For example, Google Quantum Al,
IBM Quantum, Amazon, D-Wave, Rigetti and IQM are developing superconducting qubit architectures; PsiQuantum
and Xanadu are building photonic quantum computers while Diraq and Intel are working on spin qubit devices.
These three architectures feature fast elementary operations and are compatible with Scenario 1. Simultaneously,
many companies, including IonQ, Quantinuum (a subsidiary of Honeywell) and Alpine Quantum Technologies are
pursuing ion trap quantum processors while others, such as QuEra, Infleqtion, Atom Computing, Pasqal, and Logiqal
are developing neutral atom devices. These two platforms have significantly slower elementary operations, so if the
fast-clock architectures run into scaling challenges or if neutral atom or ion trap platforms scale rapidly, Scenario 2
could come to pass before Scenario 1.

It has been observed that technological change tends to occur in a two-stage evolutionary process in which an
initial “era of ferment” characterized by high degree of innovation and technical variation eventually leads to the
emergence of a “dominant design” and is followed by a period of gradual technological improvement [123]. For
example, the car industry’s “era of ferment” (during the late 19th century) saw rapid innovation across a wide variety
of cars powered by the steam engine, electric batteries and the internal combustion engine before the latter became the
“dominant design”. In the stage of incremental improvement progress can be measured in terms of gradually increasing
performance metrics, such as miles per gallon or the number of integrated circuit components in Moore’s law [124].
By contrast, quantum computing, with its broad variety of hardware platforms, is still in the “era of ferment” where
simple models, such as counting physical qubits, fail to adequately capture technological progress. Instead, progress
comes in discrete jumps corresponding to development of new internal capabilities and overcoming scaling challenges,
e.g., by getting device error rates below the threshold for an error-correcting code [125] or implementing coherent
interconnects for modular architectures [126-128]. Therefore, progress in quantum computing is better understood
using a threshold model rather than in terms of the number of physical qubits.

Accordingly, other gradual measures of progress, such as the challenge ladder of increasingly difficult ECDLP
instances ranging from 6-bit to 256-bit modulus and group order proposed in [90], also fail to adequately measure
progress towards a CRQC and may fail to provide a reliable early warning. Indeed, if a leading quantum architecture
encounters and overcomes all its scaling challenges before producing a device able to solve (for example) 32-bit ECDLP,
then there may be little time between the breaking of 32-bit ECDLP and the breaking of 256-bit ECDLP. Furthermore,
the community should not expect to see published demonstrations of the most advanced quantum error-correction
architectures and quantum algorithms deployed to cryptanalytic problems. Thus, a successful public demonstration
of Shor’s algorithm on a 32-bit elliptic curve should not be seen as a wake-up call to adopt PQC as much as a potential
signal that PQC adoption has already failed.

Which of the two scenarios outlined above will come to pass depends on the scaling barriers affecting each platform
and how quickly human ingenuity may overcome them. Given the uncertainty, we recommend that cryptocurrency
communities urgently implement and deploy some of the relatively simple at-rest attack mitigations short of a full
transition to PQC, such as removing vulnerable spending paths [129], updating wallets to warn against weak addresses,
disabling support for Rootstock deposit transactions that expose public keys cross-chain, introducing rotation mech-
anisms for validator keys in Ethereum and staking and voting keys in Cardano [130]. Although such measures do not
remove quantum vulnerabilities, they make attacks more difficult.

We have seen that while quantum hardware development efforts make progress on scaling quantum computers
towards the “finish line” of cryptographical relevance, the work on quantum error correction and efficient compilation
of quantum algorithms brings the finish line closer. We also argue that the finish line may become progressively more
blurry and the current state of quantum capabilities increasingly more opaque as we approach CRQCs. Indeed, as
progress in quantum computing lowers the barriers to entry, the final stages of the race to build a large fault-tolerant
quantum computer may see “late-joiners” attempting a rapid breakout toward a CRQC, possibly accelerated by
intellectual property theft or industrial espionage. Simultaneously, transparency of quantum computing research and
development programs is likely to decrease as they get closer to large-scale commercially viable quantum computers.
These factors may increase the uncertainty regarding the arrival time and the nature of the first CRQCs. Thus, it is
conceivable that the existence of early CRQCs may first be detected on the blockchain rather than announced.

As we will argue throughout this piece, the safest course of action for the cryptocurrency community is
to begin preparing itself against quantum attacks immediately. We will now turn to the discussion of the
details of various quantum attacks against Bitcoin, Ethereum and other cryptocurrencies and how considerations of
quantum architecture may come into play in mitigation strategies.
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IIT. ATTACKS ON BITCOIN’S DIGITAL SIGNATURE SCHEME
A. Public Key Exposure in Bitcoin Transactions

The Bitcoin blockchain does not have a native concept of user accounts. Instead, it stores transactions, each of
which is connected to other transactions via inputs and outputs. Units of bitcoin (BTC) exist as unspent transaction
outputs (UTXOs), i.e., bitcoin that has been received but has not yet been spent, encumbered by a locking script,
which ensures that it can only be spent by providing a valid digital signature matching the owner’s public key. When
bitcoin is transacted from one wallet to another, the sender provides two pieces of cryptographic information: an
unlocking script, which proves that they own the bitcoin being spent, and a locking script, which ties the bitcoin to
the recipient’s wallet. One can think of the locking script as a cryptographic puzzle and of the unlocking script as its
solution. Typically the puzzle involves digital signatures and is meant to be too hard for anyone to solve unless they
know the private key.

Most common locking scripts are represented in a human-readable form as Bitcoin addresses. The overwhelming
majority of bitcoin is locked using one of just seven standard types of scripts with various features, and degrees
of vulnerability to quantum attacks [131-133]. A characteristic they all share is the use of ECDLP-based digital
signatures to prove ownership of the bitcoin being spent. Transacting bitcoin requires one to present an unlocking
script with a valid digital signature and to generate such a digital signature one needs to know the private key. Thus,
to own bitcoin means to know the private key associated with the public key to which it is locked. CRQCs enable one
to derive the private key from any public key, thereby upending Bitcoin’s current cryptographic model of ownership.

The varying degree of quantum vulnerability between various Bitcoin script types primarily arises from the dif-
ferences in how they manage public keys. For example, P2PK locking scripts simply record the public key of the
recipient directly on the blockchain. Later, when the recipient wishes to spend the bitcoin, they supply a digital
signature in the unlocking script and the Bitcoin network validates that the signature was generated using the private
key matching the public key from the locking script. Since the public key is disclosed directly in the locking script,
it remains visible to everyone from the moment the bitcoin is received. Therefore, bitcoin locked by a P2PK script is
vulnerable to both at-rest and on-spend attacks. A little over 1.7 million bitcoin (nearly 9% of all bitcoin) is secured
by P2PK locking scripts.

In contrast, Pay-to-Public-Key-Hash (P2PKH) scripts are immune to most vectors of at-rest attack. Here, instead
of disclosing the full public key in the locking script, the protocol only records its hash value (a unique “digital
fingerprint”), on the blockchain. Later, when the bitcoin is spent, the unlocking script supplies both the public key
and a digital signature. A CRQC can use Shor’s algorithm to derive the private key from a public key, but it cannot
derive a public key from its hash value (that would require using the quantum computer with Grover’s algorithm to
invert a hash function - see Section IIID for more details on why this is not a credible threat). Therefore, bitcoin
locked using a P2PKH script (and for which the public key is not leaked in other ways) is immune to at-rest attacks.
However, spending such bitcoin does entail disclosure of the public key in the unlocking script, so it remains vulnerable
to on-spend attacks.

Advanced users may require more complex spending conditions, e.g. m out of n signatures. The oldest standard
script type supporting such transactions is Pay-to-Multisig (P2MS). Its quantum security properties are similar to
P2PK, because it records the n public keys directly onchain in the locking script (and the unlocking script must
supply m valid digital signatures corresponding to any m of these n keys). Here, a quantum attacker must derive m
private keys rather than just one. However, since the public keys are exposed in the locking script, the attack can be
launched offline. Pay-to-Script-Hash (P2SH) scripts potentially allow users to express even more complex spending
conditions and hide them, together with any public keys they may contain, behind a hash. Therefore, bitcoin secured
by P2SH locking scripts is immune to at-rest attacks, as long as the script is not reused or otherwise exposed before
spending. In addition, for scripts that require a large number m of signatures, on-spend attacks by an attacker with
a small number of CRQCs are made more difficult by the need to derive a large number of private keys in the ten
minutes average block interval.

P2SH scripts and their modern replacements, such as P2WSH, can express spending conditions that do not depend
on quantum-vulnerable cryptosystems. For example, in 2013, P2SH scripts were used to lock bounties for identifying
weaknesses in hash functions used to compute hash values [134]. However, such scripts fail to cryptographically bind
the unlocking script to the spending transaction, so any other Bitcoin user can copy the script to their own transaction
before the original is recorded onchain. Thus, the effective spending condition such scripts express is: “anyone can
spend once the puzzle is solved” rather than “whoever solved the puzzle can spend”. Therefore, the user must send
the transaction to a trusted miner or mine it on their own.

Bitcoin’s Segregated Witness (SegWit) upgrade in 2017, introduced two new locking scripts: Pay-to-Witness-
Public-Key-Hash (P2WPKH) and Pay-to-Witness-Script-Hash (P2WSH) which hide public keys and scripts behind
hash values like the older P2PKH and P2SH scripts [135]. The new script types correspond to the modern Bitcoin
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Figure 4. Evolution of Protocol Usage Over Time: The relative market share of transaction output scripts over time, highlighting
the network’s migration through major protocol upgrades. The early “Satoshi Era” (2009-2010) is defined by the Pay-to-Public-
Key (P2PK, orange), which was rapidly superseded by the industry-standard Pay-to-Public-Key-Hash (P2PKH, grey). The
distinct inflection points in 2017 and 2021 correspond to the activation of the Segregated Witness and Taproot soft forks,
respectively. The rapid expansion of P2WPKH (dark grey) and P2TR (red) demonstrates the ecosystem’s adoption of modern,
weight-efficient cryptographic standards. Plot generated using data from bigquery-public-data.crypto_bitcoin [139].

addresses with the bclq prefix. More recently, the Taproot soft fork in 2021 upgraded digital signatures from the
old Elliptic Curve Digital Signature Algorithm (ECDSA) to the more flexible and efficient Schnorr signatures (both
of which are based on ECDLP and thus vulnerable to quantum attacks) and introduced a new script type called
Pay-to-Taproot (P2TR). This new versatile script type corresponds to Bitcoin addresses with the bclp prefix and
uses tweaked keys to simultaneously support two spending mechanisms called “key path spend” and “script path
spend” which can provide many alternative complex spending conditions without forcing the user to reveal any of
those conditions except the one they actually use at spend time. Thus, P2TR enhances privacy and supports advanced
contracts and even promises to enable onchain verification of Turing-complete computations performed offchain [136].
However, P2TR stores the tweaked public key directly in the locking script without hiding it behind a hash value
which brings back the quantum vulnerability of P2PK and P2MS addresses and therefore, from the standpoint of
quantum security, constitutes a security regression [30, 137].

A recent draft Bitcoin Improvement Proposal BIP-360 [129] puts forward a new script type called Pay-to-Merkle-
Root (P2MR) which is essentially P2TR with the quantum-vulnerable key path spend removed. This offers many
benefits of P2TR without re-introducing vulnerability to at-rest attacks. P2MR, like all other standard script types
in Bitcoin, is currently vulnerable to on-spend attacks. Thus, at present, P2MR, constitutes a security patch for the
Taproot regression. In future, when post-quantum opcodes are introduced in Tapscript [138], it may become fully
quantum-secure. See Figure 4 for the relative prevalence of the standard Bitcoin locking scripts over time and Figure 5
for the total bitcoin locked by each type of script.

B. The Mechanics of a Quantum Attack on Bitcoin

An at-rest attack on a Bitcoin address that exposes the public key, such as P2PK or P2TR, proceeds as follows.
First, the attacker reads the public key from any past transaction on the blockchain in which the address received
bitcoin. Next, the attacker uses their CRQC to derive the private key from the public key. That private key is then
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Figure 5. Evolution of BTC supply over time by protocol type. Quantum vulnerable balances are shown in shaded regions for
each protocol. P2PK, P2TR and P2MS are considered 100% vulnerable. The remaining script types are considered vulnerable
from having re-used keys if (Addresses that have appeared in an Input) AND (Currently hold a balance in Unspent Outputs).
In the case of P2SH and P2WSH, we make the simplifying assumption that if one compromises the script, that it will ultimately
equate to being able to steal the bitcoin (in some small number of cases this may not be true). At the time of writing ~6.9M
total bitcoin across all protocols are vulnerable. Plot generated using data from bigquery-public-data.crypto_bitcoin [139].

used to authenticate a forged transaction locking the bitcoin behind a UTXO that the attacker controls. An at-rest
attack on an address that hides the public key behind a hash value, such as P2PKH or P2WPKH, proceeds slightly
differently. First, the attacker reads the public key from any past transaction on the blockchain in which the address
spent bitcoin. Next, as before, they use their CRQC to derive the private key from the public key. Thus, absence of
any spend transactions (and other public records disclosing the public key) denies the attacker the knowledge of the
public key, thwarting the at-rest attack.

To understand the on-spend attacks, it is necessary to provide more background on how Bitcoin transactions are
executed. First, the spender typically broadcasts their digitally signed transaction to the Bitcoin network where it is
placed in a queue called the “public mempool” until a miner bundles it together with other transactions into a unit
called a “block”. In order to have the block accepted by the network (and earn the block reward), the miner must
solve a cryptographic puzzle - specifically, they must find a number that when included in this block causes its hash
to have a value less than a certain difficulty threshold. This takes a considerable amount of computational work.
Once the miner has found a solution to the puzzle, they then broadcast the completed block to the network whose
nodes check that the block is valid (i.e., correctly formatted, consistent with prior blocks, includes only authentic
transaction signatures, contains a correct solution to the cryptographic puzzle, etc.). When other miners construct
their own blocks, they choose an “ancestor” block to build on top of, and the block reward incentivizes them to choose
the tip of the longest valid chain of blocks. As a result, Bitcoin transactions are recorded in a ledger taking the form
of a chain of blocks (hence, “the blockchain”). Due to inevitable network delays and compute power disparities, at
any one time, miners might disagree on the last few blocks but their desire to arrest the growth of sunk costs causes
them to eventually switch to the longest chain. The more blocks a transaction is buried under, the harder it is to
reverse it with the cost of reversal growing exponentially in the number of blocks [140]. In practice, a transaction
recorded a few blocks away from the tip of the blockchain is regarded as “finalized”. The longest chain rule provides a
consensus mechanism while the requirement that blocks include Proofs of Work achieves Sybil resistance, i.e., a means
of preventing a single malicious entity from easily gaining disproportionate control or influence by creating a large
number of nodes. However, following informal convention we refer to the combination of the longest-chain consensus
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rule with the Proof-of-Work Sybil resistance as the Proof-of-Work consensus mechanism.

In an on-spend attack, the quantum attacker uses the public mempool as the source of public keys. By the time a
transaction is in the mempool, the public key associated with the address it is locked to must be visible, either on the
blockchain (as is the case for P2PK and P2TR coins) or in the mempool (as is the case for P2PKH and P2WPKH
coins) so that the network can check that the transaction is valid. For example, for a transaction spending P2PKH
coins, the public key must be broadcast so that Bitcoin nodes can confirm that the public key indeed hashes to the
value that is recorded on the blockchain in order to authenticate the digital signature. Critical for this discussion is
the fact that it takes a nontrivial amount of time for a given transaction to be added to a block. On average, a new
block is mined about every ten minutes. However, the mining procedure is a stochastic Poisson process, giving rise
to an exponential distribution for the time between blocks mined; accordingly, the standard deviation is also about
ten minutes. The standard deviation of the mempool wait time is even higher; at times of high network congestion,
transactions can take days to process [141]. During that time, a quantum attacker can extract the public key from the
mempool, use Shor’s algorithm to solve for the private key, and then use that private key to broadcast an alternative
signed transaction attempting to move the Bitcoin to the attacker’s wallet. This “forged” transaction could be picked
up by miners and added to a block that is ultimately finalized before the original transaction is recorded on the
blockchain, thus successfully stealing the bitcoin.

A user spending bitcoin can increase a transaction fee in order to incentivize miners to prioritize their transaction
when they construct a new block. Transaction fees are quite important at times of high congestion on the blockchain
and, together with a small amount of newly minted bitcoin called “block subsidy”, form part of the mining reward.
The relative importance of transaction fees in mining rewards gradually increases, because the block subsidy shrinks
as the system slowly approaches the global monetary supply cap of 20,999,999.9769 BTC [142]. An attacker can flood
the mempool with high-fee transactions to gain time for their CRQC to derive the user’s private key if needed.

In addition, miners can derive a supplemental revenue stream, known as Miner Extractable Value (MEV) [143, 144],
from their ability to reorder, insert and remove transactions as they build new blocks. In particular, miners can
sometimes extract profit from their control over which transactions are included in the next block, for example
by front-running a large trade or benefitting from arbitrage. While MEV is more prevalent on blockchains with
more complex financial ecosystems, such as Ethereum, the presence of quantum attackers may provide new MEV
opportunities for miners. Bitcoin users might attempt to protect against on-spend attacks by offering miners a high
fee to make sure that their transaction has minimal latency. However, a sufficiently fast quantum attacker could
choose to make their fee even higher to increase the odds that their transaction is finalized ahead of the original. Such
bidding wars might add a new component to the MEV revenue stream.

The timing and success probability of on-spend attacks are depicted in Figure 6. The probability of success is
slightly less than 41% under the idealized assumptions stated in the caption. However, if our current estimate of
around 9 minutes per private key derivation on a superconducting qubit CRQC could be brought down by a few
minutes, then even high-fee transactions at times of low congestion would be likely to get compromised by a quantum
attack. As discussed earlier, it is likely that the quantum attack time will indeed come down further, first due to
further theory advances reducing the cost of Shor’s algorithm, and then due to increases in the number of qubits
available to CRQCs relative to our present assumptions (our current quantum algorithm trades off time in order to
fit on as few qubits as possible; doubling the number of qubits available to it would double its speed). The cost of
quantum attacks on multi-signature transactions, such as P2WSH, increases linearly with the number of signatures
required. However, these attacks parallelize trivially, so an attacker with a sufficient number of CRQCs can achieve
the probability shown in Figure 6. Reducing block interval makes on-spend attacks significantly harder. For example,
we estimate the success probability of an on-spend attack using a superconducting qubit CRQC against Litecoin, a
Bitcoin derivative which targets 2.5 minutes between blocks, to be less than 3%. The chance of a successful on-spend
attack on Zcash, whose target block time is 75 seconds, is less than one in thirteen hundred and on Dogecoin, whose
target block time is 1 minute, is less than one in eight thousand.

Once the private key is derived, the attacker can engage the legitimate owner in a 'Replace-By-Fee’ (RBF) bidding
war. Because the attacker is stealing funds they do not own, they can rationally bid transaction fees up to incentivize
miners to prioritize their theft. The victim might be forced into a ’scorched earth’ scenario: to outbid the attacker and
prevent the theft, they may have to offer a fee that may consume virtually the entire value of the asset. In this state,
the transfer of wealth shifts from the victim to miners, rendering the asset effectively lost even if the theft is technically
thwarted. In reality, mining operations are real-world businesses that can set up their own policies for handling such
unusual situations. This creates an opportunity to seek outcomes that are more favorable to Bitcoin users than the
simple scorched earth scenario suggests. In any case, if a quantum attacker cannot break the cryptography in less
than say, 30 minutes or an hour, it seems likely that with a sufficiently high fee (or when the network congestion is
sufficiently low), any transaction can be protected from a CRQC.

Legacy Bitcoin software allowed spenders to disable RBF for their transactions and implemented a relay policy
known as the “first-seen” rule. RBF was also disabled in Bitcoin Cash following its hard fork from Bitcoin. Under
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Figure 6. Risk that an on-spend quantum attack using a superconducting qubit CRQC taking approximately 9 minutes to
derive a private key succeeds against Bitcoin (with average block time of 10 minutes), Litecoin (2.5 minutes), Zcash (75 seconds),
and Dogecoin (1 minute). This plot assumes that the target transaction requires one digital signature (e.g., P2ZWPKH) and
the public key is syndicated to the attacker almost immediately and that once broken (approximately at the ninth minute),
the attacker can successfully insert a “forged” transaction by offering a higher fee to miners, displacing the original transaction
(these assumptions are favorable to the attacker). But we are also assuming zero network congestion, which is favorable to
the legitimate cryptocurrency spender. In practice, an attacker can create congestion artificially by flooding the mempool with
high-fee transactions.

the first-seen rule, nodes encountering conflicting transactions would only relay the first one they saw rather than
the one with the highest fee. However, the first-seen rule is sensitive to propagation latency and, more importantly,
exists outside the consensus rules and is therefore unenforceable by the network. Indeed, miners have a financial
incentive to prioritize high-fee transactions over first-seen transactions regardless of whether RBF is enabled or
disabled. Consequently, disabling RBF was never a reliable protection against on-spend attacks.

Some Bitcoin mining operations allow users to bypass the public mempool by submitting transactions directly to
miners for a fee [145]. Currently, these services are used to enhance privacy and efficiency and to enable users to
utilize transactions that adhere to consensus rules, but are non-standard (such transactions can be included in valid
blocks but are normally not propagated by the network). If Bitcoin fails to migrate to PQC before on-spend attacks
become viable, these services could supplant the public mempool as a trust-based mechanism for achieving a moderate
degree of quantum safety. However, like other mitigation measures against on-spend attacks, such as high fees and
multi-signature scripts, these services reduce the quantum risk without eliminating it completely. For example, in the
event of a blockchain reorganization, the orphaned block produced by the user’s trusted miner becomes visible on the
network potentially exposing the user’s public key to a quantum attacker.

On-spend attacks may also interfere with Bitcoin consensus. The first time that the public key of a high value
Bitcoin address appears in a block on chain, a quantum attacker could offer miners a reward to not mine on this block,
thereby causing the block to become orphaned. This effectively cancels all transactions in this block. In parallel, the
attacker would use its CRQC to break the just published public key included in the orphaned block. Once it has the
secret key it issues a transaction to steal the assets from the target address, and this transaction will become part
of the next (non-orphaned) block, thereby transferring the assets to the attacker. This reorganization of the chain is
caused by the attacker, funded by the stolen funds, and is made possible by the CRQC.
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C. The Origins of Quantum Vulnerabilities in Bitcoin

All quantum attacks on Bitcoin transactions are ultimately based on the ability of a CRQC to derive the private
key from a public key. The most important distinction between different types of quantum vulnerabilities in Bitcoin
is how the public keys become known to an attacker. Broadly speaking, there are four ways the attacker can learn the
public key: they can retrieve it from a locking script or an unlocking script recorded on the blockchain, from a pending
transaction in the mempool, or from offchain records. These possibilities correspond to the following vulnerabilities:

1. Weak Address vulnerability arises when the locking script directly reveals the public key of the wallet that is
receiving bitcoin by recording it on the blockchain. In this case, the attacker has a long period of time to try to
solve for the private key. The locked bitcoin remains vulnerable until it is spent. Weak Address vulnerabilities
are caused by the use of locking scripts that leave public keys unprotected, namely P2PK, P2MS (in case of old
assets) and P2TR (in recent transactions).

2. Address Reuse vulnerability arises when the unlocking script recorded in a spend transaction on the blockchain
reveals the public key that protects other assets on the ledger. This vulnerability pertains to addresses that
hide public keys behind a cryptographic hash, namely P2PKH, P2SH, P2WPKH and P2WSH, and occurs when
some but not all bitcoin at an address is spent. The spending transaction reveals the public key, defeating the
protection normally afforded by the cryptographic hash. The vulnerability persists until all bitcoin locked to
the address is spent. Thus, the vulnerability arises from reuse of Bitcoin addresses.

3. Public Mempool Exposure vulnerability comes about when the unlocking script exposes the public key of
a wallet that is spending bitcoin by revealing the key while broadcasting the transaction to the public Bitcoin
mempool. Assuming no reuse or other prior exposure of the public key, the bitcoin remains vulnerable only
while it awaits settlement in the public mempool, i.e. until it is permanently recorded on the blockchain. At
present, all bitcoin is vulnerable to Public Mempool Exposure or reorganization attacks.

4. Offchain Exposure vulnerability results from public key disclosure as an oblique consequence of Bitcoin’s
transaction settlement protocol. For example, the owner may have spent digital currency from the public key
on another blockchain, such as Bitcoin Cash or Rootstock, or they may have elected to share their public key
with a third party, such as a portfolio tracking app. Offchain Exposure vulnerability arises from user practices
and business mechanisms built on top of Bitcoin.

Weak Address and Address Reuse vulnerabilities are two types of Onchain Exposure vulnerability [27]. Public
Mempool Exposure vulnerability enables only on-spend attacks. By contrast, Onchain and Offchain Exposure vulner-
abilities enable both on-spend and at-rest attacks. The latter can be launched using any CRQC, including slow-clock
devices. Table I summarizes quantum vulnerabilities of the most prominent existing and proposed script types while
Figures 6 and 7 quantify the scale of affected assets.

To understand how Mempool and Onchain Exposure vulnerabilities arise in practice, consider a first time owner who
receives their initial bitcoin at an address with the bclp prefix. These addresses represent P2TR locking scripts that
directly record the public key on the blockchain in the receive transaction causing an Onchain Exposure vulnerability
that places the user at immediate risk of both on-spend and at-rest attacks from the moment they receive bitcoin.
In contrast, a first time owner who receives their initial bitcoin at a previously unused address with the bclq prefix
enjoys potential immunity to at-rest attacks. These addresses represent P2WPKH and P2WSH locking scripts that
hide the public key behind a fingerprint, so as long as the user does not share their public key, e.g. by spending some
of the bitcoin, there is no public key for an attacker to target with a quantum computer and the user’s asset is immune
to at-rest attacks. In particular, their bclq address may continue to receive bitcoin. However, any transaction that
spends some, but not all bitcoin at this address introduces Address Reuse vulnerability. From this point on, all bitcoin
still locked to this address is vulnerable to both on-spend and at-rest attacks.

Thus, the presence of Address Reuse vulnerability simplifies, but also darkens, this complex situation. If the
nominally safer bclq address has been used previously, its public key is already present on the blockchain in an older
transaction that an attacker can easily identify from the public key’s has value. Thus, transactions recorded on the
blockchain act as a “cheat-sheet” that enables an attacker to solve the otherwise completely intractable problem of
computing the public key from its hash. Consequently, public key reuse, and indeed any other public key exposure,
renders all types of locking scripts equally vulnerable to quantum attacks: the safer scripts, such as P2PKH and
P2WPKH, become as vulnerable as the weaker scripts, such as P2PK and P2TR.

Offchain Exposure vulnerabilities arise from user practices and community conventions. Privacy and security
recommendations dating back to Satoshi’s original Bitcoin whitepaper [140] dictate that users generate a new address,
and hence a new pair of public and private keys, for every transaction. These guidelines are critical in a world with
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Table I. Quantum vulnerabilities of existing (roman) and proposed (italics) Bitcoin script types. Every existing Bitcoin
transaction type is vulnerable to on-spend quantum attacks by a potential future fast-clock CRQC, such as one based on
superconducting qubits. In addition, bitcoin locked using old P2PK scripts (including ~1.7 million bitcoin in Satoshi era
mining rewards) and bitcoin locked using modern P2TR scripts (which moved ~16.8 million BT'C in 2025 and which represented
21.68% of all Bitcoin transactions in 2025) are vulnerable to at-rest attacks by potential future slow-clock CRQCs (per TX
outputs in blocks 877259 through 930340). Custom script types, including the unspendable OP_RETURN (which can be used to
permanently destroy coins or to embed arbitrary data on the blockchain), are not listed.

CRQCs if migration to PQC has not yet occurred, especially in Scenario 2. Indeed, these recommendations, when
extended with the rule to only use SegWit addresses (corresponding to P2WPKH and P2WSH scripts) and thus to
refrain from using Taproot addresses (corresponding to P2TR scripts), can protect users from at-rest attacks which
are the only attacks that a slow-clock CRQC can launch. However, the core recommendation against public key
reuse pre-dates concerns about quantum cryptanalysis, because even in a world without quantum computers public
key reuse weakens the user’s security (e.g., by exposing them to implementation flaws and side-channel attacks) and
privacy (e.g., by facilitating transaction linking, wealth estimation, and deanonymization).

Nevertheless, Bitcoin addresses are often reused for convenience. For example, merchants and exchanges may prefer
to publish a single destination address that is stable and recognizable. In fact, public key reuse is extremely pervasive.
We quantify the exposure of the largest holdings in Figure 7 where all assets are vulnerable due to public key reuse
except those locked by P2PK, P2MS; and P2TR scripts (where public keys are exposed even without address reuse).
More detailed and comprehensive data is available in the “Project 11 Risq List” [146] which is a repository of public
keys at risk of at-rest attacks. Some of the large holdings in Figure 7 are linked to Binance, Robinhood and Bitfinex,
which are also three of the largest cryptocurrency exchanges. In fact, many cryptocurrency services are guilty of
address reuse [147]. Reusing public keys helps financial service providers avoid logistical challenges of endless account
whitelisting, makes it easy to prove reserves, and helps to reduce fees that they pay in transactions. The key reuse
problem also manifests if one uses the same private key on two or more blockchains (e.g., Bitcoin and Rootstock)
or if the original blockchain is forked (e.g., Bitcoin and Bitcoin Cash). Spending from an address on one blockchain
enables at-rest attacks on the address on all blockchains.

A convenient way of addressing some of the practical challenges of avoiding key reuse is presented by modern
Hierarchical Deterministic (HD) wallets [148] which make it easy for users to automatically generate a large number
of new keys and addresses in a hierarchical structure. At the top of the hierarchy is a secret phrase called a “seed”
which an HD wallet uses to derive so-called extended keys which can in turn be used to derive further extended
keys as well as regular keys used for cryptocurrency transactions. There are two types of key derivations: normal
and hardened. In both cases, private keys can only be derived from the parent extended private key. However,
normal derivation allows public keys to be derived in two ways: from the parent extended private key and from its
corresponding extended public key. By contrast, hardened derivation allows public keys to only be derived from the



19

BTC Balance of Top 100,000 Vulnerable Addresses

Protocol Type
P2PK
P2PKH
P2WPKH
P2TR
P2SH
P2WSH
P2MS

100K

10K

1K

Address Balance (BTC)

100

10

100 10! 102 103 104 10°
Rank

Figure 7. BTC Balance of Top 100,000 Vulnerable addresses. The graph displays the BTC balance of the top 100,000 Bitcoin
addresses ranked by value that are vulnerable to at-rest attacks from exposed or re-used keys. In the case of P2PK, P2TR etc.
this vulnerability comes from publishing the public key, In the case of other protocols this comes from public key re-use. At
around address rank 6000 there is a very large portion of many exposed 50 BTC addresses from the early P2PK mining era
because that amount was the mining reward at that point in time. The sum of all BTC in vulnerable addresses is approx. 6.7
million BTC. Plot generated using data from bigquery-public-data.crypto_bitcoin [139].

extended private key.

In the absence of CRQCs, it is safe to share extended public keys and use normal derivation to obtain keys for
cryptocurrency transactions. This can be used for example to enable a third party service to independently derive
a large number of a given user’s public keys without access to their corresponding private keys — a useful feature
that enables automatic monitoring of many Bitcoin addresses. Nevertheless, even without quantum computers,
normal derivation allows an attacker to recover the extended private key, and hence any derived private key, from the
knowledge of a single derived private key and the extended public key. Therefore, in the presence of CRQCs, reuse or
disclosure of an extended public key constitutes a pernicious form of Offchain Exposure vulnerability that enables an
attacker with a CRQC to compromise multiple private keys at the cost of one. Third party services, such as wallets,
portfolio monitoring apps etc., that require sharing of extended public keys or that build centralized repositories of
extended public keys potentially aggravate quantum vulnerabilities in the ecosystem.

Indeed, much of the decentralized financial ecosystem built on top of the Bitcoin blockchain was constructed under
the assumption that ECDLP-based public keys are safe to share and reuse. This assumption fails in the presence of
CRQCs. At the same time, the system’s size and complexity reflect the fact that this assumption often helps to address
genuine business needs. However, the possibility of Scenario 2 materializing in near future underscores the importance
of greater caution in user and business practices, e.g., by reducing or eliminating reliance on address reuse. These
measures will provide a modicum of quantum safety to security-conscious Bitcoin users who are concerned about the
possibility of attacks by slow-clock CRQCs and who are willing to eschew the convenience of financial services based
on public key reuse. However, such mitigation measures are likely to be seen as insufficient for the broader Bitcoin
community. Therefore, the only real long-term remedy to Bitcoin’s quantum vulnerabilities lies in migrating to PQC
keys for signing transactions.

D. The Infeasibility of Quantum Attacks on Proof-of-Work

A significant portion of literature addressing quantum vulnerabilities in Bitcoin seems to touch on the topic of using
Grover’s algorithm to accelerate mining [25, 149-151] and informal discourse in social and trade media indicates a
persistent belief that quantum computers may pose a threat to Bitcoin’s Proof-of-Work consensus mechanism [152,
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153]. However, we maintain that this is not something to worry about in the next several decades.

Grover-based attacks on Bitcoin mining are not practically relevant for two reasons. First, the quadratic quantum
speedup from Grover’s algorithm is all but consumed by the overheads of quantum error correction [154]. Second,
Grover’s algorithm does not parallelize well [155]. In Bitcoin mining, hardware acceleration and massive parallelization
are a much greater advantage than the modest speedup from Grover’s algorithm.

Under the fantastical assumption that a CRQC could compute SHA-256 in a single 1 microsecond error correction
cycle, a quantum miner could achieve a hashrate of 0.25 T'H/s which is more than two orders of magnitude below
110 £ 3% T H/s of the popular ASIC miner S19 Pro [156]. Under realistic assumptions, rather than fantastical ones,
quantum miner’s hashrate plummets by over 10 orders of magnitude [157].

Of course, the long arc of technology is difficult to predict. Quantum computers enable efficient simulation of
quantum systems at scale, accelerating innovations in materials science. Among the many fields of technology that
stand to benefit from this new capability is the development of quantum hardware itself. Thus, in the long term it is
possible that currently unanticipated new quantum architectures may emerge which might allow future generations
to build quantum computers with very fast error correction cycles on which Grover speedup becomes relevant in
Proof-of-Work mining. But for now, quantum mining remains science fiction more than a concrete threat.

Thus, CRQCs pose no direct threat to Bitcoin mining. However, they do pose an indirect one: if the Bitcoin
community does not prepare for the arrival of CRQCs in time and quantum attacks on Bitcoin transactions lead to
rapid decline in the value of the cryptocurrency, then the fiat value of mining rewards might change faster than the
network is able to adjust mining difficulty, potentially rendering mining unprofitable. This could push some mining
pools to shut down a portion of their capacity increasing the average block interval. This would reduce transaction
rate which would, in turn, affect user experience and make on-spend attacks easier. These issues arise from Bitcoin’s
fixed mining difficulty adjustment schedule which recomputes difficulty targets once every 2016 blocks (about once
every two weeks). By contrast, Bitcoin Cash adjusts mining difficulty after every block [158].

IV. QUANTUM VULNERABILITIES OF OTHER ECDLP-BASED CRYPTOGRAPHIC PROTOCOLS

ECDLP-based digital signatures are a basic cryptographic protocol that introduces quantum vulnerabilities into the
digital economy. However, many blockchains, including Ethereum, also take advantage of more advanced ECDLP-
based cryptographic primitives, such as signature aggregations, key exchange protocols, commitment schemes, and
zero-knowledge arguments, in order to enhance privacy and improve scalability. Here, we give a synopsis of these
cryptographic protocols and the novel quantum vulnerabilities they introduce. We also discuss a few special elliptic
curves and how they influence quantum vulnerabilities.

In certain applications, such as Ethereum’s Proof-of-Stake consensus mechanism, a system may need to aggregate
hundreds or thousands of digital signatures into a few dozen. This can be accomplished using ECDLP-based signature
aggregation protocol, known as the Boneh-Lynn-Shacham (BLS) scheme [159]. BLS signatures depend crucially on the
ability to efficiently compute a certain non-degenerate bilinear map, called pairing, and therefore require specialized
elliptic curves, called pairing-friendly curves, for which pairing can be efficiently computed. This is impossible on
the secp256kl curve, used for most digital signatures in Bitcoin and Ethereum, so protocols that rely on pairings
utilize other curves, such as alt_bn128 [160] from the Barreto-Naehrig curve family [161] and BLS12-381 [162] from
the Barreto-Lynn-Scott family [163].

Key exchange protocols enable two parties in direct communication over a public channel to establish a shared secret
that passive eavesdroppers cannot recover from the exchanged messages. Diffie-Hellman (DH) key exchange [164] and
its variant based on elliptic curves called Elliptic Curve Diffie-Hellman (ECDH) key exchange are the most well-known
examples. Both DH and ECDH are based on the discrete logarithm problem and allow passive eavesdroppers with a
CRQC to recover the shared secret, breaking the privacy normally afforded by the protocol. ECDH is used in certain
privacy-preserving blockchains, such as Zcash [165], Monero [166], and Litecoin’s Mimblewimble [167].

Commitment schemes are cryptographic protocols that allow one to publish a value that commits them to a choice
without revealing that choice. Such schemes have two properties: the choice cannot be altered (binding) and remains
secret (hiding). Homomorphic commitments have the additional property that the sum of individual commitments
to a set of values equals the commitment to the overall sum. In the context of cryptocurrency transactions, such
commitment schemes can be used to hide transaction amounts while enabling the network to verify that inputs and
outputs of each transaction balance correctly. Popular examples of homomorphic commitments based on ECDLP are
ElGamal [168] and Pedersen [169] commitment schemes. Quantum attacks on the former destroy the hiding property
and on the latter destroy the binding property [170, 171]. Consequently, if such a commitment scheme is used to hide
transaction values on a privacy-preserving blockchain, a quantum attacker can break the privacy protection in the
former case or create new coins in the latter case. An example of a more sophisticated commitment scheme is the
Kate-Zaverucha-Goldberg (KZG) protocol [172] which allows a party to commit to a polynomial and subsequently
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to provide efficient openings that reveal evaluations of the polynomial. KZG scheme is currently used for example in
Ethereum’s DAS mechanism [173].

Related cryptographic protocols are the Zero-Knowledge (ZK) [41] proofs and arguments, including those we use
in this paper as the means of verifying quantum resource estimates without disclosing sensitive attack details. These
protocols allow one party to convince another that a statement is true without revealing the facts that make it true.
In addition to this zero-knowledge property, a secure ZK protocol is supposed to be complete (proofs and arguments
of true statements pass verification) and sound (proofs and arguments of false statements are almost guaranteed to
fail verification). The distinction between proofs and arguments concerns the computational power of the proving
party: in a proof the prover is assumed computationally unbounded while in an argument the prover’s computational
resources are limited [174]. If the statement to be proven takes the form “prover knows secret X”, then the protocol is
called a proof or argument of knowledge. ZK protocols are typically interactive and involve one party challenging the
other to compute values that depend on, but do not reveal, the secret. However, the Fiat-Shamir heuristic [91] allows
one to turn an interactive protocol into a non-interactive one. This transformation is a core component of efficient
ZK protocols known as Zero-Knowledge Succinet Non-interactive Arguments of Knowledge (zkSNARKSs) [175]. Non-
interactive protocols that possess the succinctness, soundness and completeness property, but not necessarily the
zero-knowledge property, are called SNARKs. In blockchain technologies, zkSNARKS can be used to enhance privacy
while SNARKSs (zero-knowledge or otherwise) can be used to achieve scalability and improve efficiency.

Many commitment schemes and ZK protocols rely on the assumption that nobody knows certain secrets related
to the protocol’s fixed public parameters. For some schemes, such as the KZG polynomial commitments, the secrets,
sometimes referred to in this context as “toxic waste”, are known temporarily before being erased during the trusted
setup ceremony [69] in the course of which the protocol parameters are first established. For other schemes the
parameters are produced by methods satisfying the Nothing Up My Sleeve (NUMS) principle [176-178] to ensure that
nobody learns them in the process of choosing protocol parameters. However, for certain ECDLP-based protocols
the secrets can be derived from the fixed public parameters using a CRQC. Moreover, since protocol parameters are
fixed, this needs to be done only once and the resulting secrets can be reused to launch multiple attacks later using
classical computers. Example protocols vulnerable to such on-setup attacks include Pedersen commitments used in
Mimblewimble, KZG commitments used in Ethereum’s Data Availability Sampling mechanism, and BulletProofs [179]
used in Monero and Mimblewimble.

Consequences of a quantum attack on an ECDLP-based SNARK generally depend on which cryptographic property
of the underlying commitment scheme is quantum vulnerable. For instance, a quantum break of the commitment’s
binding property collapses the soundness property of the SNARK, allowing forged validity proofs for unauthorized
transactions to pass verification. Moreover, in privacy-preserving settings such attacks can remain undetected until
systemic effects materialize. For example, a CRQC enables on-setup attacks on the Tornado Cash protocol in which
attackers withdraw more funds than they deposited. Due to the privacy properties of the protocol, they can drain an
anonymity pool without anybody noticing until the pool’s balance falls to zero.

The succinctness of SNARKS can be used to build Layer 2 (L2) protocols [180] on top of a Layer 1 (L1) blockchain,
such as Ethereum, to increase transaction rate and reduce fees. L2 protocols that use SNARKSs are known as zk-rollups.
They process a large number of transactions offchain and bundle them together into batches that are subsequently
committed to the underlying L1 blockchain using SNARKs. Quantum vulnerabilities in these protocols potentially
enable attackers to convince the onchain verifier that a batch of L2 transactions is valid even when it includes invalid
transactions that, for example, steal assets or inflate monetary supply. In the long term, these vulnerabilities may
be remediated by switching to hash-based or lattice-based protocols which are regarded as post-quantum secure.
Indeed, some zk-rollups, such as Starknet, use hash-based protocols which are believed to be resistant to quantum
cryptanalysis.

Quantum-vulnerable SNARKs typically employ ECDLP-based commitment schemes which, like BLS signatures,
require pairing-friendly elliptic curves. Our quantum resource estimates discussed earlier apply directly to solving
ECDLP on curves such as secp256k1 which is not pairing-friendly. The estimates are sensitive to curve parameters
and do not apply unchanged to all elliptic curves used in blockchain cryptography. We have not conducted rigorous
resource estimates for ECDLP on other elliptic curves, such as those used in SNARKs. However, we expect the cost
of solving ECDLP on many curves over finite fields with 256-bit modulus and 256-bit group order to be on the same
order of magnitude. This includes the cost of ECDLP on the Pasta curves [181] employed in zkSNARKs behind
the newest type of shielded (private) transactions in Zcash. We expect the cost to be only moderately higher for
ECDLP on other 256-bit curves such as alt_bn128 [160] whose efficient implementation is provided as precompiled
smart contracts [182] on Ethereum and used for example in zkSNARKs behind its cross-chain integrations and zk-
rollups. However, ECDLP on curves over larger finite fields may require additional quantum memory. In particular,
the BLS12-381 curve [162, 163] used in older types of shielded transactions in Zcash and in Ethereum’s Proof-of-Stake
consensus mechanism, requires 381 bits to store point coordinates. This leads to a 50% increase in the size of some
quantum registers and implies that solving ECDLP on BLS12-381 may require a somewhat larger CRQC than the
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above 256-bit curves. Nevertheless, because of the efficient scaling of Shor’s algorithm [46], we still expect ECDLP
on this curve to be accessible to the first CRQCs.

The amount of time and the number of qubits that an early CRQC will need to solve ECDLP on a specific elliptic
curve increases with the modulus and the order of the elliptic group. Asymptotically, this increase is modest (merely
polylogarithmic) due to the efficiency of Shor’s algorithm. However, the question of whether increasing the modulus
and the group order are appropriate stopgap measures to protect ECDLP-based cryptosystems against attacks by
early CRQCs is more complex. For example, solving ECDLP on an elliptic curve with 1024-bit modulus and group
order may require a CRQC with almost five thousand logical qubits. Moreover, quadrupling the number of bits
in the modulus and group order will increase the runtime of Shor’s algorithm by roughly a factor of 64, although
(as mentioned before) the runtime can be reduced if the number of qubits is increased. Similarly, an attack on the
strongest ECDLP-based cryptography in the TLS protocol, which is used to encrypt and authenticate HT'TPS traffic
and which currently supports a 521-bit elliptic curve [16], may require a slightly larger CRQC than an attack on the
BLS12-381 curve and the other curves discussed here.

However, the question whether a switch to a large, e.g. 1024-bit, modulus can provide blockchains with a tempo-
rary protection is complex and depends on a detailed understanding of scaling barriers in leading quantum computing
platforms within relevant machine sizes. Given broad progress across multiple hardware architectures, the safe as-
sumption is that there may be little time between the breaking of 256-bit ECDLP and the breaking of 1024-bit
ECDLP. Therefore, large elliptic curves may provide no real protection against at-rest attacks. At the same time,
such curves would, at least initially, increase the time needed to derive private keys, so they may provide a short
reprieve from on-spend attacks. In any case, we expect the reprieve to shrink as CRQCs become larger and are able to
trade quantum memory for time. Thus, the security benefits of large elliptic curves are, at best, partial and temporary
and, at worst, nearly non-existent.

V. QUANTUM VULNERABILITIES OF THE ETHEREUM BLOCKCHAIN

Ether (ETH), is the native digital asset stored and traded on the Ethereum blockchain. It is the world’s second
largest cryptocurrency by market capitalization (approximately 400 billion USD as of February 2026), second only
to Bitcoin (approximately 1.9 trillion USD as of February 2026). However, relying solely on cryptocurrency market
capitalization obscures the full economic weight of the Ethereum network. When measured by the Total Value Secured
(TVS)[183], which sums the native ether, over 150 billion USD in fiat-pegged stablecoins, tokenized Real World Assets
(RWAs), and the fast-growing Layer 2 ecosystem, Ethereum’s aggregate economy amounts to over 600 billion USD. In
contrast, Bitcoin’s ecosystem (including Layer 2s like Lightning Network [184] and tokens) adds a relatively modest
~15 billion USD to its base value, resulting in a TVS still largely dominated by the 1.9 trillion USD market cap of
the cryptocurrency itself.

While Bitcoin is a world-wide distributed ledger recording transactions in a single native digital asset, Ethereum is
effectively a world-wide distributed computer that employs blockchain technology to store value and information [185,
186]. It does not merely record balances, but executes code which implements a wide variety of financial, semi-financial
and non-financial applications, such as derivatives, hedging contracts, savings accounts, wills, reputation systems, peer-
to-peer gambling applications, prediction markets, non-fungible tokens (NFTs) and online voting systems [185]. By
creating trust in a trustless environment through code and cryptographic protocols rather than through centralized
institutional intermediaries, the system enables new forms of financial arrangements, such as decentralized exchanges
and peer-to-peer lending, known as Decentralized Finance (DeFi). Ethereum smart contracts [186, 187], which
enable realization of these diverse applications, are sufficiently powerful to facilitate implementation of the bylaws
of an entire business organization in the form of a stateful long-term smart contract sometimes referred to as a
Decentralized Autonomous Organization (DAO) [185]. The combination of smart contracts and blockchain technology
creates a smart legal system for a digital economy in which smart contracts describe and enforce the rules and the
blockchain acts as a decentralized notarial service providing a shared source of truth about the economy’s current
state. Ethereum’s grand ambition is to become “a decentralised secure social operating system” that enables business
contracts to “algorithmically specify and autonomously enforce rules of interaction” [186].

Ethereum’s quantum security posture is very different from Bitcoin’s. For example, Ethereum produces new blocks
in deterministic 12-second slots with most transactions processed in less than a minute (see Figure B.3 in [188]).
Therefore, our estimates indicate that early fast-clock CRQCs are unlikely to be able to launch on-spend attacks
against Ethereum. Moreover, the Ethereum ecosystem has sophisticated private mempools, including TEE-based
BuilderNet, that allow users to submit transactions directly to builders which provides a mitigation for potential
on-spend attacks.

The main quantum threat against Ethereum lies in a variety of at-rest attacks. The Ethereum blockchain has
three prominent features differentiating it from Bitcoin that give rise to five types of quantum vulnerabilities. First is



23

Ethereum Vulnerability Vulnerable Crypto- Assets at Risk Second Order Effects

Component graphic Primitives

Account model  Account Vulnerability = ECDSA User funds: 20.5M ETH  Compromise of Hot wallets,

store accounts etc.

Smart Contracts Admin Vulnerability ECDSA Contract TVS: 2.5M ETH, Compromise of Oracles,
200B USD in stable- RWAs, Bridges, Guardians
coins/RWAs ete.

Code Vulnerability ECDSA, alt_bnl128, L2/Protocol TVS: 15M Compromise of L2s with
KZG, BLS12-381 [182] ETH need for admin intervention

Validators Consensus Vulnerability BLS Signatures Consensus stake: 37M Compromise trust in the

ETH blockchain itself
Data Availability KZG Commitments  L2/Protocol TVS: 15M Compromise trust in the
Vulnerability ETH blockchain itself

Table II. Taxonomy of Ethereum Components and Vulnerabilities. This table summarizes the vulnerabilities, cryptographic
root causes, assets at risk and second order effects from the subsequent sections. All of these vulnerabilities are at-rest attacks.

the account model: unlike Bitcoin, where currency units exist as UTXOs, Ethereum maintains global state through
persistent accounts. While users can rotate addresses, certain ecosystem incentives (maintaining DeFi positions,
governance history and stable identifiers) can incentivise the use of longer lived accounts [186]. Once an account
initiates a transaction, its public key remains exposed indefinitely. Second is the native support for smart contracts
which are autonomous computer programs executed by the Ethereum Virtual Machine (EVM) that can hold assets
and enforce complex rules without intermediaries [186]. Third is the Proof-of-Stake (PoS) consensus mechanism in
which Sybil resistance based on energy-intensive mining is replaced with a system where “validators” secure the
network by staking their own capital as collateral [189-191].

These three architectural choices introduce five distinct attack vectors: the Account Model creates the Account
Vulnerability (due to the use of quantum-vulnerable ECDSA [192]); Smart Contracts introduce Admin Vulnerabil-
ity [193] and Code Vulnerability; and the specific cryptography required for validators gives rise to the Consensus
Vulnerability (due to the use of BLS signatures [159]) and Data Availability Vulnerability (due to the use of KZG
commitments [172]). In the following sections, we will define each type of vulnerability, quantify risk (in native ETH
and other assets), estimate the cost of quantum attacks and review some mitigation measures. We summarize these
vulnerabilities in Table II.

A. Account Vulnerability

Bitcoin prioritizes privacy by tracking UTXOs rather than persistent user identities. Unlike Bitcoin where address
rotation can avoid at-rest vulnerabilities, Ethereum’s account model is structurally prone to at-rest attacks. There
are two types of accounts: Externally Owned Accounts (EOA), controlled by a private key and possessing agency
to initiate actions on the blockchain, and contract accounts, governed by code and able to react to transactions
sent to their address [186]. Unlike Bitcoin, Ethereum users typically maintain the same EOA for an extended
period of time to accumulate assets and reputation (identity). Because an EOA’s address is derived directly from
its public key, the keys cannot be rotated; securing an account with a new key pair requires abandoning the account
entirely [186, 194]. Crucially, while an address initially masks the public key, the moment a user sends their first
transaction, the digital signature reveals the full public key to the network [192]. This results in Account Vulnerability:
a systemic, unavoidable exposure that cannot be mitigated by user behavior, short of a protocol-wide transition to
PQC. We estimate that a quantum attacker using a fast-clock CRQC could crack the 1,000 highest-net-worth Ethereum
accounts (at the time of writing, holding approximately 20.5 million ETH, see Figure 8) in less than nine days.

Account Vulnerability has other potential consequences. For example, it allows attackers to forge votes in de-
centralized governance of Decentralized Autonomous Organizations (DAOs). It also affects Exchange Hot Wallets:
automated, internet-connected accounts used by centralized exchanges to process high throughput withdrawals. Even
though ETH balance in these wallets may be low at a given point in time, the overall danger is very high: a breach
here does not just represent a loss of funds for the exchange, but could lead to the draining of custodial liquidity that
could induce panic across a broader market.

The Ethereum community has deployed several proposals that mitigate Account Vulnerability, most notable of
which is Account Abstraction (AA) via ERC-4337 [194]. Introduced in 2023, AA enables users to interact with
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Account Vulnerability: Top 1000 Accounts by ETH Balance
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Figure 8. Account Vulnerability of Top 1000 accounts by ETH balance. The graph displays the ETH balance of the top 1000
Ethereum accounts ranked by value. Orange indicates accounts that have initiated a transaction and are therefore vulnerable
to at-rest attacks, grey accounts have not. The sum of all ETH in vulnerable accounts in this list is ~20.5 million ETH. Plot
generated using data from bigquery-public-data.crypto_ethereum [195].

Ethereum via smart wallets that offer (among other features) customizable authentication logic. This decouples user
identity (reputation) from a single static key, reducing the quantum attack surface through more frequent key rotation.
Furthermore, AA helps mitigate the future challenge of migrating the “long tail” of legacy accounts to PQC without
requiring a protocol-level hard fork. More recently, EIP-7702 [196] expanded these capabilities by allowing EOAs to
temporarily function as smart contracts. However these enhancements mitigate the symptoms and not the root cause:
the only gateways for external agency into Ethereum are the vulnerable EOAs. Thus, while these upgrades improve
flexibility, they fall short of providing a fully quantum-secure interface.

B. Admin Vulnerability

An important distinction between Bitcoin and Ethereum is the latter’s extensive support for smart contracts [185].
While Bitcoin scripts are fundamentally stateless, Ethereum smart contracts are fully fledged distributed applications
with persistent state. They can initiate transactions, access blockchain data, and even autonomously deploy other
contracts [186]. To facilitate the ability for different smart contracts and decentralized applications to interact with one
another, the Ethereum community established standardized application programming interfaces known as Ethereum
Request for Comments (ERCs). These include: ERC-20 [197] for fungible tokens, ERC-721 [198] for Non-Fungible
Tokens (NFTs), and ERC-3643 [199] for compliance-aware Real World Assets (RWAs). These standards have helped
fuel a massive “tokenized” economy that resides on top of Ethereum but is distinct from the native ether (ETH) asset
(see Figure 10). Furthermore, the rapid adoption of digital representations of bonds, stocks, commodities, etc., as
tokens [200] means that the value exposed to Ethereum’s security model extends far beyond the native currency.

Smart contracts are a source of two quantum vulnerabilities. The first one, which we term the Admin Vulnerability,
arises from Account Vulnerability of accounts for which a smart contract reserves enhanced privileges or administrative
control, such as the ability to pause execution, upgrade code or extract funds [193]. Because these administrative keys
are rarely rotated and often publicly utilized for governance voting or contract upgrades, they represent a high-value
at-rest vulnerability. At the time of writing, among the top 500 contract accounts by ETH balance, at least 70
accounts, with total holdings of about 2.5 million ETH, see Figure 9, are at risk of account takeover by a quantum
attacker due to Admin Vulnerability. We expect that a private key derivation attack on these 70 Ethereum accounts
using a fast-clock CRQC will take less than 15 hours.

A strategic adversary could prioritize “high-leverage” admin accounts that exhibit Admin Vulnerability. These
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Admin Vulnerability: Top 500 Contracts by ETH Balance
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Figure 9. Admin Vulnerability of Top 500 smart contracts by ETH balance. Contracts were classified as “Subject to Admin
Key” if their event logs contain signatures corresponding to AdminChanged, Upgraded (ERC-1967 proxy standards), or Own-
ershipTransferred (OpenZeppelin Ownable standard). The sum of all ETH in these vulnerable contracts is ~2.5 million. Plot
generated using data from bigquery-public-data.crypto_ethereum [195].

accounts often hold negligible amounts of ETH to minimize exposure, but confer various administrative privileges. A
successful quantum attack on an admin account could grant the attacker control over the following (non-exhaustive)
list of functions and systems:

1. Real World Asset (RWA) token issuance, see Figure 10: RWA administrative keys used to authorize the minting
and burning of tokens that represent offchain collateral; compromising them allows an attacker to mint fraudulent
tokens to collapse the peg between a digital token and the real-world asset backing it.

2. Bridges: Bridge administrators manage the multi-signature schemes that lock assets on one blockchain to mint
“wrapped” equivalents on another; compromising them allows the attacker to drain the entire liquidity pool
backing these cross-chain transfers (This risk supersedes the Code Risk we analyze later, see Figure 11. For L2
scaling solutions, admin failure is more catastrophic than an ordinary protocol failure).

3. Oracle Nodes: These accounts broadcast authoritative data feeds (e.g., ETH/USD price) that smart contracts
rely on; by hijacking these keys, an attacker could broadcast false price data to trigger catastrophic price action
potentially leading to automated liquidations across decentralized lending protocols.

4. Guardians: These privileged accounts act as the emergency safety mechanisms for DeFi applications, holding
the power to instantaneously pause execution, freeze user funds, or in some cases, bypass security time-locks to
inject code updates.

Quantifying the aggregate financial exposure from Admin Vulnerability as a whole is difficult due to the complex
web of dependencies and composability in the Ethereum ecosystem. While the first order 2.5 million ETH (ETH from
admin-vulnerable contracts, see Figure 9) and ~200 billion USD in stablecoins and tokenized RWAs (assets tied up in
admin-vulnerable contracts, see Figure 10) is large, the second order risk from other “high-leverage low ETH accounts”
(Bridges, Oracles and Guardians etc.) is arguably much larger due to their compromise potentially leading to mass
liquidations across lending markets, peg collapse of stablecoins, freezing of cross-chain liquidity etc. This makes the
true value at risk very hard to calculate using standard asset-balance models (especially with growth projections of
RWAs to 16.1 trillion USD in 2030 [51]) , as the effective exposure almost certainly encompasses substantial fractions
of the entire ecosystem’s TVS.
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Admin Vulnerability: Tokenized Assets on Ethereum
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Figure 10. Admin Vulnerability exposure across distributed Real World Assets (RWAs). The chart details the market capi-
talization of major distributed assets (onchain tokens) on Ethereum, explicitly excluding the underlying offchain represented
assets (e.g., flat reserves, physical properties, repurchase agreements ). These distributed assets rely on quantum-vulnerable
ECDSA keys for administrative control of their smart contracts. Within this ecosystem, distributed fiat-backed stablecoins and
tokenized treasuries present a systemic risk; a compromise of issuer keys would allow arbitrary minting, effectively depegging the
distributed asset and destabilizing the broader DeFi economy, even though the offchain represented reserves remain untouched.
Private credit protocols carry institutional risk, where attackers could manipulate onchain loan books to redirect repayment
flows or bypass credit underwriting standards. Finally, commodities, real estate, and equities embody legal title risk, where an
admin takeover would allow the seizure of digital ownership rights, severing the legal link between the distributed token holder
and the underlying represented asset. Ethereum currently captures the vast majority of RWA market share (and is therefore
the focus of this chart), but it is not the sole network hosting these assets. As this multi-chain landscape evolves rapidly, other
blockchain networks must proactively assess their own quantum attack vulnerabilities to protect their respective distributed
ecosystems. The landscape of RWAs is evolving rapidly, and so these estimates should be viewed as a point-in-time assessment
of the risk profile for various asset classes that will likely become outdated very quickly. Data gathered from: [201].

C. Code Vulnerability

The second smart contract vulnerability concerns the code running on EVM. In order to prevent abuse and runaway
algorithms from exhausting system resources, the EVM meters the runtime cost of executing smart contracts [186].
The account sending a transaction is charged the so-called “gas fee” for the cost of executing the smart contracts it
triggers. This provides economic incentives for computational efficiency and discourages implementation of complex
algorithms, such as cryptographic primitives, directly in EVM byte code (in line with the famous dictum “do not roll
your own crypto”). Instead, basic cryptographic primitives, such as hash functions and digital signature verification,
are provided as standard precompiled contracts [182, 186] (also known as “precompiles”) that a user’s contract can
interact with. However, at present, none of the precompiled contracts implement any of the modern PQC primitives.
This situation causes the second quantum vulnerability in smart contracts (also an at-rest vulnerability), which we
call Code Vulnerability and which lies in the fact that no precompiles for post-quantum cryptographic protocols, such
as zero-knowledge (ZK) arguments, are currently available on Ethereum. Inevitably, the primitives currently utilized
by smart contracts carry their own quantum vulnerabilities.

The severity of the Code Vulnerabilities and the challenges of addressing them are magnified by the extensive
ecosystem built on top of Ethereum. In the process of becoming the world’s second largest blockchain by market
capitalization, Ethereum ran into scalability limits of a single blockchain. Further growth was enabled by development
of effective L2 networks, such as state channels and rollups, which process transactions quickly and cheaply offchain
and periodically commit transaction batches to an L1 blockchain, such as Ethereum. Assets are moved between
the L1 and L2 networks using bridges which rely on event logs, smart contracts, and EOAs to interact with the L1
chain. Therefore, bridges and L2 networks inherit all the vulnerabilities of smart contracts and the Ethereum account
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model [202]. In addition, some L2 solutions use quantum-vulnerable zkSNARKs [175, 203]. The Ethereum community
is discussing various approaches for introducing PQC at different layers of the Ethereum stack. In particular, EIP-
7932 [204] is a proposal for the introduction of precompiles implementing post-quantum signature schemes.

We estimate the Code Vulnerability risk as at least 15 million ETH by summing the TVS of a few major quantum-
vulnerable L2 protocols and cross-chain bridges, such as Arbitrum, Base, and Optimism obtained from the L2BEAT
dashboard [205], see Figure 11. However, this risk is partially mitigated by the fact that many L2 solutions operate
in a “Stage 0” or “Stage 1”7 maturity phase, retaining centralized administrative safeguards. These security councils
typically possess the authority to pause the bridge or override proof verification in the event of an anomaly. Paradox-
ically, this centralization (while an Admin Vulnerability in its own right) provides a temporary defense against Code
Vulnerability; if an attacker were to exploit a cryptographic flaw (e.g., forging a validity proof), human administrators
could theoretically intervene to freeze the protocol before the theft is finalized. The eventual upgrade of the Ethereum
base layer to quantum-secure consensus does not retroactively fix this Code Vulnerability embedded in existing smart
contracts (the EVM cannot automatically recompile deployed smart contracts). To completely remove the Code
Vulnerability, the onus falls upon the protocol stakeholders and governance councils to coordinate the migration of
their specific bridge contracts and administrative multi-signature schemes. Without this distributed effort, a quantum
adversary could derive the private keys for these distinct protocols from public chain data, effectively bypassing the
security of the base layer to drain these specific protocols.

D. Consensus Vulnerability

The last major difference between Bitcoin and Ethereum concerns the consensus mechanism. In 2022, seven years
after its launch as a Proof-of-Work blockchain, Ethereum upgraded to the energy-efficient Proof-of-Stake consensus
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Figure 11. Breakdown of Total Value Secured (TVS) across major scaling protocols, categorized by their underlying security
model. Optimistic Rollups (red), Bridges (orange), and zkSNARKs (yellow) currently rely on digital signatures or elliptic
curve pairings that are vulnerable to quantum key derivation. Only protocols utilizing zkSTARKS (green) employ hash-based
proofs that are currently believed to be resistant to quantum attacks. Across the three examples in each of the four protocol
types we chose, the sum of all TVSs is ~15 million ETH. Note: the Layer 2 landscape evolves very rapidly; TVS figures
fluctuate daily, and protocols frequently upgrade and change their proving architectures (e.g., migrating from pairing-based to
hash-based proofs or hybrid systems that can drastically alter the quantum risk profile). These estimates should be viewed as
a point-in-time assessment of the ecosystem’s risk profile that will likely become outdated (or incorrect) very quickly.
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mechanism by merging its execution layer with the new consensus layer, called the Beacon Chain, and effectively
ceasing all mining activity [189]. In the new protocol, consensus is driven by a one half majority vote among
“validators”, with finality established by a two thirds majority [190, 206]. Any Ethereum node can become a validator
by staking 32 ETH as collateral. The stake enables the network to incentivize the validator’s honest behavior by a
combination of financial penalties and rewards [190].

Penalties suffered by a malicious or misbehaving validator include leaking for inactivity and slashing for provably
malicious behavior. Rewards for an actively participating honest validator consist of transaction fees from proposing
blocks and issuance from attesting. For most validators, part of the transaction fees come from block builders [207]
that extract Maximal Extractable Value (MEV - analogous to the same concept in Bitcoin where it stands for Miner
Extractable Value), from their ability to reorder, insert and remove transactions as they build new blocks [143, 144].
In particular, validators’ control over which transactions are executed and when creates opportunities to front-run and
sandwich transactions which allows them to benefit financially at the expense of other users of the network [143, 144].

Efficient processing of thousands of digital signatures per second from validators signing attestations presents a
cryptographic challenge due to the large volume of cryptographic information involved. FEthereum substantially
reduces verification overhead by compressing tens of thousands of digital signatures into a few dozen using the
quantum-vulnerable BLS signature aggregation protocol [159] on the BLS12-381 curve. As discussed earlier, Shor’s
algorithm on BLS12-381 uses a greater amount of quantum memory than that required by our resource estimates for
curves like secp256k1. However, we estimate that the additional resource cost is modest. Consequently, the consensus
layer of Ethereum should be considered at-rest vulnerable to the same first-generation CRQCs as the execution-layer
account model and smart contracts.

The severity of this Consensus Vulnerability depends on the fraction of validators compromised:

1. If less than a third of validators are compromised, an attacker can force them to “equivocate”, i.e., sign conflicting
blocks for the same slot causing the system to slash their stake and eject them from the network [190].

2. If more than a third of validators are compromised, an attacker can prevent finalisation which requires two
thirds supermajority. The attacker-controlled stake would dilute via the activity leak until enough of the honest
stake regains the supermajority [190]. This constitutes a denial of service attack on finality.

3. If more than half of validators are compromised, an attacker can control the fork choice rule to prevent chain
growth or execute deep blockchain reorganizations.

4. If more than two thirds of validators are compromised, the attacker can finalize inconsistent chains.

As of February 2026, about 37 million ETH is staked and exposed to potential slashing and ejection due to quantum
attacks exploiting the Consensus Vulnerability, see Figure 12. The second-order risks of Consensus Vulnerability are
also very large. First, the deep integration of Liquid Staking Tokens (LSTs) means that large slashing events could
trigger a peg collapse for derivative assets widely used as collateral, precipitating cascading liquidations across the
DeFi ecosystem analogous to a traditional bank run. Second, a breach of finality introduces large desynchronization
risks for cross-chain infrastructure, where an attacker could exploit deep chain reorganizations to double-spend assets
across bridges and Layer 2 networks that relied on the immutability of the base layer. Lastly, absolute control over the
blockchain and all recent history would likely remove the network’s credible neutrality and possibly the institutional
trust required for Ethereum to function as a global settlement layer.

Recovery from a supermajority attack, where more than two thirds of validators are compromised, is impossible
within the protocol rules and would necessitate a “social consensus” intervention. The community would be forced to
coordinate some emergency measures (possibly a hard fork), manually identifying the last valid block and migrating
to a new protocol state; a catastrophic event for trust in the system. Consequences of strategically straightforward
quantum attacks on Ethereum consensus layer are primarily destructive in nature: loss of stake inflicted on compro-
mised validators’ accounts, halt of transaction processing. Strategically more sophisticated attacks are possible and
potentially involve manipulation of the selection and ordering of transactions in newly proposed blocks of the same
character as the one used by validators to obtain the MEV revenue stream [143]. Quantum attackers with a fast-clock
CRQCs could also attempt to profit from transaction manipulation by attacking the mempool directly rather than
by compromising validators [143].

Attacks on consensus are made easier by the exposure of validators’ public keys in deposit transactions and the
validator registry [186, 189]. Another weakness is the absence of expedient mechanisms for key rotation: a validator
must go through a lengthy process of withdrawal and re-staking [190]. At the same time, the very large number (about
one million) of validators together with the stake-weighted random selection process makes attacks on consensus hard
and expensive [190]. Indeed, there is safety in numbers: even assuming that an early fast-clock CRQC can solve
ECDLP on BLS12-381 in the same amount of time as on secp256k1, a quantum attacker with 20 such machines would
need more than nine months to derive private keys of a two thirds supermajority of validators. It should be noted
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Consensus Vulnerability: Attack Thresholds
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Figure 12. Historical accumulation of ETH in the Beacon Chain deposit contract (0x0...05fa). The green line represents the
total stake securing the network (which relies on the vulnerable BLS12-381 curve for signature aggregation). The dashed lines
identify the thresholds for quantum attacks: > 1/3 of the stake (yellow) allows an attacker to halt finality (liveness failure),
> 2/3 (red) grants the ability to rewrite history and censor transactions (safety failure). Plot generated using data from
bigquery-public-data.crypto_ethereum [195].

that this safety margin assumes a uniformly decentralized validator set, if stake remains concentrated in a few large
pools (such as Lido accounting for approx. 20% of staked ETH [208]) with admin vulnerabilities, an attacker could
target the specific key-management infrastructure of those providers to acquire a supermajority much faster.

Long-term remedy to the Consensus Vulnerability requires a phased transition to new validator credentials based on
a suitable post-quantum multi-signature scheme. In order to help identify such a scheme, Ethereum Foundation has
conducted research on candidate hash-based replacements for BLS12-381 [209]. In the meantime, a fast and effective
mechanism for rotating validator keys could serve as a relatively simple stopgap measure for fortifying the Beacon
Chain against earlier-than-expected quantum attacks on consensus. Following implementation and deployment of a
post-quantum replacement and once a sufficient supermajority of stake has rotated to PQC validator credentials, the
system may need to begin ejecting or slashing non-migrated validators to eliminate the lingering attack surface of the
legacy cryptosystem.

E. Data Availability Vulnerability

The Layer 2 ecosystem depends on the ability to commit bulk transaction data to the Layer 1 Ethereum blockchain.
In order to check integrity of this data, validators used to have to download it via smart contract calldata which was
a source of inefficiency. In order to address this throughput bottleneck, Ethereum introduced inexpensive, transient
onchain data storage via 128 KiB blobs [210] together with the Data Availability Sampling (DAS) mechanism [173]
which allows validators to probabilistically verify blob integrity by downloading only small, randomized data chunks
called cells. Blobs and DAS led to massive speedups and lower costs for Layer 2 bulk transaction commitments.

DAS employs the KZG polynomial commitment scheme on the BLS12-381 elliptic curve. The binding property
of the scheme is vulnerable to quantum attacks, allowing a quantum-capable adversary to forge cell authentication
proofs and to deceive validators into believing that a blob is available despite it not being reconstructable from the
cells with forged proofs. This can be used to stall rollups, creating opportunities for ransom attacks.

Furthermore, an attacker does not need to run Shor’s algorithm for each individual blob. The KZG scheme relies on
the so-called trusted setup — a one-time cryptographic ceremony [211] to generate a secret random scalar encrypted
in a collection of points on the BLL.S12-381 elliptic curve. The points comprise the scheme’s public parameters, known
as the Structured Reference String (SRS), while the random scalar, sometimes referred to as “toxic waste”, must be
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destroyed — a failure to erase it creates a permanent backdoor into the protocol. Mathematically, the toxic waste can
be recovered as the discrete logarithm of two elliptic curve points in the SRS, so a CRQC can compute it from publicly
available parameters. Once this secret is extracted, the adversary obtains a persistent, universal backdoor allowing
them to forge data availability proofs at minimal computational cost and with no further need for a CRQC. In effect,
a single successful quantum attack on the SRS creates a potentially tradable exploit that gives any adversary without
a CRQC a persistent ability to attack DAS. The exploit remains functional until a new trusted setup is created. This
consistitutes an example of what we refer to as on-setup attacks.

Attacks against this single point of failure would have severe consequences for the L2 ecosystem. L2 rollups rely on
L1 data availability to reconstruct their global state, so by withholding transaction batch data, an attacker effectively
halts the L2 sequencers and validators. Throughput constraints and lower cost incentives have driven the majority of
the ecosystem to this lower cost quantum-vulnerable architecture since the Dencun network upgrade in March 2024.
Hence, the majority of modern Layer 2 data volume is now fundamentally dependent on the KZG scheme. As of
February 2026, we estimate Data Availability Vulnerability risk is roughly 15 million ETH in TVS (Figure 11) which
along with second order effects, such as complete liveness failure halting the affected L2 networks, would provide
adversaries with leverage for ransom attacks against bridged L1 assets. As with Code Vulnerability, Stage 0 and
Stage 1 Admins could partially mitigate impacts by pausing the Layer 2 activity until a workaround is found.

Mitigating the Data Availability Vulnerability requires upgrading the DAS protocol to a PQC commitment scheme
before CRQCs come online. Anticipating this need, the Ethereum research community is exploring quantum-resistant
alternatives, primarily hash-based polynomial commitments, such as Fast Reed-Solomon Interactive Oracle Proofs of
Proximity [212], and Merkle-tree architectures [213]. While transitioning to these post-quantum alternatives will likely
introduce higher bandwidth and storage overheads for validators compared to the highly efficient KZG commitments,
replacing them is a mandatory step to ensure the long-term survivability of Ethereum’s L2 scaling infrastructure.

In summary, Ethereum has a broader overall quantum attack surface than Bitcoin. However, this is compensated
by stronger community leadership in the Ethereum Foundation. Operating as a non-profit out of Switzerland since
2014, the Ethereum Foundation supports the ecosystem through funding, research and coordination [214]. In the
spirit of decentralization, the Ethereum foundation does not “control the decision making process”, but can exert
significant influence in advocating for the long-term success of the ecosystem by helping to organize development
work, coordinate decision making, and define protocol strategy and roadmap. This influence was demonstrated when
it successfully implemented a bailout of The DAO by carrying out a one-off irregular change of blockchain state to
reverse the July 2016 hack [215-217]. With time, acceptance of emergency measures appears to have declined as a
similar intervention in April 2018 was rejected [218]. Nevertheless, stronger leadership will likely make it easier and
faster for Ethereum to transition to PQC [219] and to adopt any mitigation measures deemed necessary. Moreover,
the proven willingness to reach for extraordinary means to preserve the integrity of the system provides a high degree
of assurance. By contrast, Bitcoin’s decentralized community and the lack of a singular center of power may require
a potentially drawn-out process of consensus building. Indeed, the increased storage and compute requirements of
PQC may place the Bitcoin community in a position similar to August 2017 when divisions over block size change
led to a hard fork that created Bitcoin Cash.

VI. QUANTUM VULNERABILITIES OF OTHER BLOCKCHAINS

Bitcoin and Ethereum dominate the cryptocurrency world in terms of economic activity, but a lot of financial and
cryptographic innovation and experimentation takes place in the broader ecosystem and on other blockchains. Some
of these developments seek to address quantum vulnerabilities while others continue to introduce new ones by building
innovative features based on the ECDLP. The peril of the latter developments has been recognized in the community
for example by Luke Parker, a prominent developer in the Monero ecosystem, who has called for a moratorium on
research and development of quantum-vulnerable protocols [220, 221]. In this section, we briefly examine a broad
sample of blockchains and cryptocurrencies from the standpoint of quantum security.

A. Bitcoin and Ethereum Derivatives

Among the many early cryptocurrencies based on Bitcoin, one can identify two distinct types. Codebase forks,
such as Litecoin (LTC), Zcash (ZEC), and Dogecoin (DOGE), employ modified Bitcoin software and produce their
own blockchain starting with a new genesis block. Chain forks, such as Bitcoin Cash (BCH) and eCash (XEC),
run modified Bitcoin software and share a part of transaction history with their parent chain up to the block after
which they split off as a hard fork. Many elements of our Bitcoin analysis apply to both types of forks with suitable
adaptations to account for the software customizations, new features, and blockchain history.
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For example, Litecoin implemented both SegWit and Taproot upgrades and our earlier discussion of these upgrades
applies to it. In particular, litecoin secured by a P2TR locking script exposes the public key and is therefore vulnerable
to at-rest attacks while litecoin secured by a P2WPKH script hides the public key behind a hash, so if the key is
not reused or otherwise exposed elsewhere, then it is only vulnerable to on-spend attacks. At the same time, as we
remarked earlier (see Figure 6), Litecoin’s 2.5 minute average block interval significantly reduces the probability of
a successful on-spend attack using early fast-clock CRQCs. Nevertheless, theoretical advances and increases in the
number of qubits are very likely to bring on-spend vulnerability to Litecoin eventually.

Dogecoin also eschewed the SegWit and Taproot upgrades and therefore does not support Bitcoin’s P2WPKH,
P2WSH, and P2TR script types. Further, its one minute average block interval makes on-spend attacks using early
CRQCs practically impossible under our current assumptions (see Figure 6). A recent draft Dogecoin Improvement
Proposal [222] seeks to add native support for verification logic of quantum-vulnerable zkSNARKSs with the objective
of enabling L2 scaling solutions. Depending on the chosen ZK protocols, this may introduce a vulnerability to on-setup
attacks to Dogecoin.

Bitcoin Cash launched in 2017 as a hard fork from Bitcoin due to disagreement about the solution to scalability
issues. Bitcoin Cash never introduced SegWit or Taproot addresses and, like Zcash and Dogecoin, lacks the P2TR
vulnerability. At the same time, as a hard fork of Bitcoin, it shares Bitcoin’s early transaction history and thus,
inherits the problem of P2PK coins, including Satoshi era mining rewards.

Pegged sidechains [223, 224] are blockchains built in order to add new functionality to an existing network without
creating a new store of value. They rely on bridges to transfer assets between the parent blockchain and the sidechain.
For example, Rootstock (RSK) [225, 226] is an Ethereum-based Bitcoin sidechain with EVM-compatible stateful smart
contracts and two types of accounts (EOAs and contract accounts) whose native token (RBTC) is pegged 1:1 to bitcoin.
Users can send bitcoin to a special multi-signature Bitcoin address where it is received by an automated mechanism
called PowPeg causing release of the corresponding amount of RBTC on the Rootstock sidechain where users can take
advantage of a rich ecosystem of DeFi applications enabled by the EVM-compatible smart contracts. Later, they can
send their RBTC to a precompiled smart contract called Bridge to trigger the release of the corresponding amount of
bitcoin on the Bitcoin blockchain. In addition to the quantum vulnerabilities inherited from Ethereum, such as the
Account and Code vulnerabilities, Rootstock introduces new quantum dangers. The system protects the private keys
that control the multi-signature address using Hardware Security Modules (HSM). However, an attacker equipped
with a CRQC can derive these keys without compromising the HSMs and steal any bitcoin residing at the address.
This creates the risk of sidechain bankruptcy by making it unable to satisfy redemptions. Besides technical quantum
vulnerabilities, Rootstock enables practices that may expose users to quantum risk. For increased convenience it
allows users to omit the explicit Rootstock destination address from the deposit transaction on the Bitcoin side. In
this case, the address is automatically derived as a cryptographic hash of the user’s public key. Consequently, the
destination account on Rootstock ends up controlled by the same private key that signed the first input of the deposit
transaction. This is convenient, but gives rise to Offchain Exposure vulnerability by exposing the bitcoin public key
through the user’s activities on the Rootstock sidechain.

B. Privacy-Preserving Blockchains

In 2022, Litecoin implemented a private transactions protocol called Mimblewimble [227, 228] as a sidechain with
blocks embedded in the canonical Litecoin blockchain. Inputs, outputs and amounts of Mimblewimble transactions are
hidden or erased by a combination of Pedersen commitments, transaction aggregation, and pruning of spent outputs.
In order to eliminate the need for interaction between the sender and receiver transacting on Mimblewimble, Litecoin
introduced stealth addresses [167] and modified the protocol to use ECDH key exchange for offline derivation of secrets
between the sender and receiver. Pedersen commitments and ECDH key exchange protocol are both vulnerable to
quantum attacks. Moreover, the two elliptic curve points that Mimblewimble uses in the Pedersen commitments are
fixed public parameters creating a vulnerability to on-setup attacks. Indeed, an adversary with a CRQC can solve
the corresponding ECDLP once to manufacture a tradable exploit that can be used repeatedly to break the binding
property of the Pedersen commitments and execute undetected inflation attacks without further need for a CRQC.

The Litecoin community considered a variety of protocols for private transactions, including post-quantum zk-
STARKs. However, they ultimately rejected this option due to its high resource cost [228]. The design provides
the option to switch from Pedersen commitments to ElGamal commitments to protect the monetary base at the
expense of privacy [228, 229]. ElGamal commitments are quantum vulnerable, but in a different way than Pedersen
commitments. Before the switch, a quantum adversary can steal and create new coins, because the binding property
of Pedersen commitments is vulnerable to quantum attacks. In addition, a quantum adversary can learn transaction
amounts, despite quantum resistance of the hiding property of Pedersen commitments, by exploiting quantum vulner-
ability in ECDH key exchange to learn blinding factors. After the switch, a quantum adversary can learn transaction



32

amounts due to quantum vulnerability in the hiding property of ElGamal commitments, but cannot steal or create
new coins, because the scheme’s binding property is quantum-resistant.

Zcash (ZEC) is a Bitcoin-based blockchain that employs advanced cryptography to provide confidential transactions.
Zcash wallets use zkSNARKs to prove to the network that a transaction is valid without revealing the sender,
recipient, or amount sent. Zcash has evolved over three generations of protocols for shielded transactions [165].
Sprout, the original shielded protocol based on the BCTV14 proof system [230], was launched in 2016 and phased
out in 2020 [231, 232]. Sapling, launched in 2018, implemented the Grothl6 protocol [233] on the BLS12-381 curve,
substantially improving performance. The launch was preceded by a trusted setup ceremony [234] which produced
public protocol parameters called the Structured Reference String (SRS). As in the case of Ethereum’s DAS, the
Sapling ceremony also generated a secret scalar, known as the “toxic waste”, which had to be destroyed in order to
avoid leaving behind a permanent backdoor into the protocol. The toxic waste can be recovered from the SRS using
a CRQC to create a persistent tradable exploit enabling non-quantum attackers to stealthily inflate monetary base
in the Sapling shielded pool. The need for trusted setup and the vulnerability to these on-setup attacks were both
eliminated in the newest shielded protocol called Orchard that launched in 2021. The protocol introduced the Halo
2 scheme [235] using Pasta elliptic curves [181] and increased scalability by introducing recursive proof composition.
Nevertheless, Orchard’s improved quantum security posture does not eliminate all quantum risks.

Indeed, many Zcash innovations, including those in the Orchard protocol, use ECDLP-based cryptographic primi-
tives, such as zkSNARKs, Pedersen commitments, and ECDH key exchange, and are therefore vulnerable to quantum
attacks. For example, Zcash enables users to publish an effectively unlimited number of public addresses, known as
diversified addresses, associated with a single private incoming viewing key. A classical adversary cannot determine
whether different diversified addresses belong to the same user — a privacy feature known as unlinkability. However,
the incoming viewing key is the solution to the ECDLP associated with the diversified address, so a quantum attacker
can defeat unlinkability by deriving the incoming viewing key. Practical quantum attacks on unlinkability would likely
be done offline. Potential online attacks on diversified addresses would not benefit from the factor-of-two speed-up
achieved by “priming” the quantum computer which we described earlier, because priming depends on the knowledge
of the generator which is part of a diversified address, not a fixed constant publicly known before the attack. Conse-
quences of quantum attacks on diversified addresses are limited to the recovery of the incoming view key by Zcash’s
robust key hierarchy which denies quantum attackers access to the user’s spending key.

Another quantum vulnerability concerns encryption. Even though Zcash notes are encrypted onchain using a
quantum-resistant authenticated symmetric encryption scheme [236], the encryption key is derived using ECDH from
the recipient’s incoming viewing key and an ephemeral private key. The ephemeral public key is recorded on the
blockchain alongside the encrypted note. Consequently, a quantum attacker who knows the target diversified address
can recover the encryption key and decrypt the note, including transaction amount and memo. Thus, the most
pressing quantum danger for Zcash is the eventual retroactive degradation of privacy by future quantum attacks on
known addresses. Beyond privacy, CRQCs will be able to compromise soundness of zkSNARK protocols raising the
risk of theft and creation of counterfeit notes. The Zcash community is discussing proposals for addressing quantum
vulnerabilities, such as recently proposed foundational features to enable recoverability from quantum attacks [237].
This feature is a part of Zcash’s broader plans for post-quantum transition [238].

Each of Zcash’s shielded transaction protocols — Sprout, Sapling and Orchard — has its own distinct value pool
with the fourth pool for transparent transactions inherited from Bitcoin. Assets moving between different shielded
pools must pass through the transparent pool which allows Zcash to track total monetary supply within each shielded
pool using a mechanism called Turnstile [239, 240]. This provides the last line of defense against supply inflating
attacks [238]. Zcash never implemented Bitcoin’s SegWit and Taproot upgrades, so transparent transactions use
P2PKH and P2SH script types. On-spend attacks against Zcash are made extremely challenging under our current
assumptions by its 75 seconds average block interval (see Figure 6).

C. Post-Quantum Blockchains

A few blockchains have made progress in real-world deployment of PQC. In particular, the QRL [63, 64] launched
in 2018 stands out as post-quantum from inception. Its original design was based on the stateful post-quantum
signature scheme known as XMSS [241] and it is currently adding support for the stateless post-quantum signature
scheme called CRYSTALS-Dilithium [242] and recently standardized by NIST under the name ML-DSA [243]. Other
examples of post-quantum blockchains include Mochimo (MCM), which uses a variant of hash-based post-quantum
Winternitz One-Time Signatures (WOTS) [244, 245], and the post-quantum privacy-preserving Abelian blockchain
(ABEL), which makes extensive use of lattice-based PQC.

Algorand (ALGO) provides an example of real-world deployment of PQC on an otherwise quantum-vulnerable
blockchain. It launched in 2019 as a Pure-Proof-of-Stake blockchain for smart contracts and fast transactions. Smart
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contracts on Algorand are written in popular high-level programming languages like Python and TypeScript and are
compiled to assembly-like Transaction Execution Approval Language (TEAL) [246] which executes on the Algorand
Virtual Machine (AVM) [247]. In addition to builtin single- and multi-signature transactions, Algorand supports
stateless smart signatures and stateful smart contracts for DeFi applications. Algorand’s consensus and builtin
transactions are based on quantum-vulnerable Ed25519 digital signature scheme. However, it has recently deployed
post-quantum Falcon digital signatures [248, 249] for smart transactions and state proofs (cryptographic attestations
of blockchain state for cross-chain integrations). Algorand has also made Falcon signature verification available as
a TEAL primitive [250] to enable development of quantum-safe smart contracts for AVM. These PQC technologies
are now publicly available: Algorand executed its first PQC-secured transaction in 2025 [62]. Moreover, Algorand
enables users to change the private keys associated with their accounts [251]. While this mechanism does not provide
full quantum security at present, it facilitates future PQC migration.

There are also experimental and test deployments of PQC on quantum-vulnerable blockchains. For example, Solana
(SOL) [52] deployed an experimental feature called Solana Winternitz Vault [252, 253] which uses WOTS to protect
digital assets. More recently, the XRP Ledger (XRP) [56, 57], deployed post-quantum ML-DSA signatures on its
AlphaNet test instance [67]. The blockchain provides extensive support for RWA tokenization including compliance
controls, issuer permissions and asset metadata [60] and is increasingly utilized by global financial institutions. It
currently holds about two thirds of all TBILL tokens backed 1:1 by short-dated U.S. Treasury bills [254] with most
of the remaining one third held on Ethereum.

D. Stablecoins and Real-World Asset Tokenization

Involvement of global financial institutions and RWA tokenization reflect the significant growth and diversification
in the digital economy and led to the introduction of new types of digital assets. A prominent new asset class is known
as stablecoins which are digital tokens that seek to maintain a stable exchange rate to a fiat currency, commodity or
another cryptocurrency, either by means of algorithmic trading or maintenance of liquid reserves. The latter type of
stablecoins are a prime example of tokenization where the RWA backing the digital token is a fiat currency.

Unlike Bitcoin and Ethereum, many new cryptocurrencies, called crypto tokens, do not have their own dedicated
blockchain infrastructure and are instead implemented as smart contracts on other blockchains, primarily Ethereum.
In particular, the two most popular stablecoins, Tether (USDT) and USD Coin (USDC), are both available as ERC-20
tokens on Ethereum. The smart contracts that govern these cryptocurrencies give special administrative privileges
to a handful of accounts. These include the right to mint and burn coins, freeze accounts and, most importantly,
to upgrade the contract’s logic. In particular, minting of unbacked tokens could potentially cause a market-driven
peg collapse. It may be possible to contain some of the damage caused by such an attack by early detection and
halt in trading. However, the mechanisms involved may need to involve offchain elements, because the logic upgrade
privilege confers essentially unlimited control over the onchain contract. Access to this privilege is typically secured
by a multi-signature that requires a certain threshold number of valid digital signatures from a group of accounts
controlled by important stakeholders. Due to past upgrades, these public keys are exposed on the blockchain which
creates the existential risk of a quantum attacker taking complete control over the smart contract. This illustrates
the fact that crypto tokens, such as USDT and USDC, are exposed to highly concentrated quantum risk arising from
the Admin Vulnerability in the host blockchain.

Cross-chain assets, such as USDT and USDC, may have quantum vulnerabilities on many blockchains and may
inherit quantum weaknesses from interoperability mechanisms, such as bridges and Interblockchain Communication
Protocol [255]. However, their presence on multiple blockchains also introduces a potential new element for the
mitigation strategy. As some blockchains adopt PQC and others lag, multi-chain cryptocurrencies will have the option
to withdraw from quantum-vulnerable systems while relying on post-quantum blockchains to continue their economic
activity securely. There is precedent for a tenant cryptocurrency withdrawing from a host blockchain. For example,
in February 2024, Circle announced [256] that they ceased minting new USDC on the TRON blockchain and allowed
users to transfer their coin to other chains until February 2025. The one-year gap between the cessation of minting
and termination of redemptions highlights the potential risks and liabilities associated with the long-tail of lingering
assets and indicates the need for forward-looking assessment of a host blockchain’s vulnerabilities. The possibility
of cross-chain migration of high profile tenant cryptocurrencies to post-quantum systems may exert competitive
pressure on blockchains such as Ethereum to accelerate PQC adoption. In fact, early developments in this direction
have already taken place, for example USDC is available on the Algorand blockchain which supports post-quantum
digital signatures. The competitive pressure on the Ethereum ecosystem may further increase with the emergence of
EVM-compatible post-quantum blockchains. In fact, the post-quantum Abelian blockchain already supports EVM-
compatible smart contracts via a zk-rollup called QDay. Furthermore, QRL’s development roadmap [257] lists the
support for EVM smart contracts as one of its key objectives.
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E. A Taxonomy of Quantum Risk Profiles for Distributed Ledgers

The variety of quantum risk profiles of popular blockchains can be summarized using four coarse categories. The
first one includes post-quantum blockchains, such as the QRL, Mochimo, Abelian and QDay (Abelian’s L2 network).

The second one consists of protocols in which it is possible for individual users to avoid long-term exposure of
quantum-vulnerable public keys. This category includes UTXO-based ledgers, such as Bitcoin, Litecoin, Dogecoin
as well as Cardano [130] which uses UTXOs extended with logic and data to support smart contracts [258]. These
protocols do not tie wealth to static account identities and allow users to secure assets with ephemeral public keys
hidden behind a cryptographic hash. This makes it possible for cautious users to evade at-rest attacks leaving only
the possibility of on-spend attacks that are more challenging for a quantum attacker. In fact, in our Scenario 2,
early CRQCs are too slow to launch these on-spend attacks. However, the potential resistance of these blockchains
to at-rest quantum attacks is often lost in practice due at-rest vulnerabilities arising outside the basic transaction
protocol. For Bitcoin and its derivatives, they primarily stem from public key exposure driven by user practices
such as address reuse, whereas in Cardano, at-rest vulnerabilities mainly affect staking activity in its Proof-of-Stake
consensus protocol as well as voting in its decentralized governance system and originate from onchain exposure of
staking and voting keys (distinct from spending keys) in registration certificates [259]. Thus, an individual user’s
ability to avoid public key exposure does not preclude systemic risks, such as those arising from vulnerabilities in
consensus and governance.

The third category consists of protocols which make long-term exposure of quantum-vulnerable public keys in-
evitable. It includes blockchains with persistent accounts, such as Ethereum, Solana, Rootstock, Algorand, TRON
and the XRP Ledger. These blockchains utilize an account model and either use public keys directly as account
addresses (Solana) or expose them in the first transaction. Simultaneously, their ecosystems increasingly leverage on-
chain account histories to assess financial risk and confer privileges making account migrations costly for users. This
design makes active public keys easier for quantum attackers to find compared to UTXO-based blockchains. Moreover,
for legacy accounts on Ethereum and Rootstock, and for standard keypair accounts in Solana, this is exacerbated by
lack of support for key rotation which effectively locks users into public key exposure. Modern Ethereum, Solana and
Rootstock accounts are controlled by smart wallets and support key rotation, but legacy accounts remain a lingering
vulnerability. By contrast, Algorand [251], TRON [260] and the XRP Ledger [261] support native, protocol-level key
rotation. Public blockchains in this category generally support smart contracts. Consequently, the scale of funds at
stake in quantum attacks on these blockchains is greatly increased by smart contract vulnerabilities and is expected to
grow further due to rising popularity of stablecoins and tokenization. Indeed, potential compromise of administrative
keys for a high-value bridge may represent a systemic existential threat.

Finally, the fourth category comprises the quantum vulnerable privacy-preserving blockchains, such as Zcash,
Monero and Litecoin’s Mimblewimble sidechain. In addition to the forward-looking threats, such as asset theft and
supply inflation, the privacy-preserving blockchains face retroactive degradation of privacy. An adversary with a
CRQC could potentially deanonymize years of historical confidential transactions for known addresses, making PQC
migration of these blockchains not only a way of preventing future quantum attacks, but also a means of reestablishing
privacy today and thus a critical imperative.

VII. RISKS AND CHALLENGES IN MIGRATING TO POST-QUANTUM CRYPTOGRAPHY

The root cause of the numerous quantum vulnerabilities discussed in this whitepaper lies in the widespread use
of cryptographic protocols, especially digital signatures, based on ECDLP — a computational problem believed to
be hard for classical computers that is known to be efficiently solvable on quantum machines [262]. Therefore, the
only durable long-term solution to these vulnerabilities lies in upgrading the underlying schemes to post-quantum
alternatives [263].

The task of upgrading blockchains to PQC faces significant headwinds in multiple areas. With few exceptions [264],
PQC protocols are relatively new and have faced less scrutiny and seen less real-world usage than older protocols
based on ECDLP. They are divided into five categories [265] depending on the choice of the computational problem
suspected to be hard for classical and quantum computers, that they use to replace ECDLP as a hardness assump-
tion. The categories include cryptosystems based on lattices [266], hash functions [267], codes [268], multivariate
polynomials [269], and isogenies [270].

The relative novelty of these schemes raises justifiable concerns about the possibility of undiscovered weaknesses
against both classical and quantum attacks. Indeed, the Supersingular Isogeny Diffie-Hellman protocol [271] has
already succumbed to a classical attack [272]. Security of other post-quantum cryptosystems is an active area of
research. In particular, research on quantum algorithms based on Regev’s reduction [273] has recently led to the
discovery of a novel quantum algorithm called Decoded Quantum Interferometry (DQI) [274]. Even though the
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algorithm tackles an approximate optimization problem rather than a cryptographic task, algorithms based on Regev’s
reduction are intimately connected with the Short Integer Solution (SIS) [275] and Learning With Errors (LWE) [273]
problems which feature prominently in hardness assumptions of some of the lattice-based post-quantum cryptosystems.
A different line of research, investigating quantum algorithms based on the Kikuchi method [276, 277], yielded a new
quantum algorithm [278] that achieves a quartic (square of square) speedup over the best known classical algorithm for
sparse Learning Parity with Noise (LPN), a problem related to LWE. It is conceivable that further progress in these
active areas of research yields unexpected breakthroughs regarding quantum attacks on lattice-based cryptosystems.
On the other hand, if these lines of research yield no efficient algorithms for SIS or LWE, then the extra scrutiny will
further boost confidence in lattice-based cryptography. Currently, lattice- and hash-based cryptosystems appear to
be the most promising of the PQC schemes and have been standardized by the U.S. National Institute for Standards
and Technology (NIST) [241, 243, 279, 280].

A further complication arises from additional requirements of blockchain applications, such as signature aggregation
and recursive proof aggregation. Such schemes are needed to aggregate large numbers of signatures in Ethereum’s
Proof-of-Stake consensus mechanism and would enable blockchains to maintain high transaction rates. Ethereum
Foundation has supported and conducted research on analyzing suitable PQC protocols, such as certain variants of
the hash-based XMSS signature scheme [209)].

Software implementations of PQC schemes are another source of uncertainty. They are inevitably newer and less
battle-hardened than older libraries for ECDLP-based schemes, so any upgrade that introduces them into a blockchain
software stack brings with it a chance of new software bugs and subtle security weaknesses. For example, some LWE-
based schemes, such as Falcon [248, 249], involve sampling from discrete Gaussian distribution which has in the past
created side-channel vulnerabilities [281].

Use of post-quantum signature schemes also increases resource requirements. Indeed, a key reason for the choice of
ECDLP-based signature schemes in blockchain networks is their excellent performance: the popular variants of these
signature schemes use small public keys and signatures, which reduces storage and bandwidth requirements, and are
efficient to sign and verify, which reduces compute requirements. Unfortunately, none of the PQC signature schemes
matches these excellent performance characteristics. Indeed, the storage and compute requirements of PQC schemes
are typically one or more orders of magnitude greater than those of the legacy ECDLP-based protocols [25, 282].
Indeed, the high cost of verifying SQISign signatures [283] raised concerns about the possibility of denial of service
attacks [284]. Storage requirements of post-quantum Falcon signatures used on Algorand blockchain are about 1280
bytes in size while quantum-vulnerable ECDSA signatures used in Bitcoin are 64-73 bytes. These increases also affect
usability as they may lead to much larger payment addresses [285].

Moreover, a common approach to fortifying digital signatures against possible weaknesses in a novel post-quantum
scheme is to use composite signatures [236, 286] that combine a proven scheme, e.g., based on ECDLP, to protect
against forgery by classical computers and a novel PQC scheme, e.g., based on LWE, to protect against forgery by
quantum computers. This choice enhances security at an even greater performance cost than the PQC scheme alone.

If Bitcoin keeps the block size unchanged while introducing post-quantum signatures, then fewer transactions will
fit into a block, reducing future transaction rate. However, increasing the block size proved controversial in the past.
In particular, the August 2017 hard fork that created Bitcoin Cash highlights the divisiveness of issues surrounding
design choices that affect compute resources needed to run a Bitcoin full node. These choices raise fears that increased
resource requirements portend network centralization, which is at odds with some of the foundational ethos of Bitcoin.

The resource costs of post-quantum digital signatures could be absorbed by L2 scaling solutions, amortized using
signature aggregation [209, 287] or reduced via succinct proofs [288], such as post-quantum hash-based SNARKs, that
allow recursive proof composition [289] and promise high efficiency.

Once PQC is adopted, digital asset holders will generally need to initiate transactions to send their assets from old
quantum-vulnerable addresses to new post-quantum ones. On some blockchains, this process is expected to run into
technical bottlenecks. On the Bitcoin blockchain, at the current transaction rate, the migration would take several
months even if the network processed only asset migrations [28]. Thus, ideally, the process should start years before
the quantum threat truly emerges in order to avoid causing problematic network congestion. We expect this asset
migration to take less time on younger blockchains and on blockchains that implement the account model, such as
Ethereum, due to the resulting asset consolidation. The dangers associated with the long tail of asset migration can
be mitigated using commit-reveal schemes [290] which can be used to protect existing script types against on-spend
attacks at the cost of increased complexity and duration of transactions involving non-migrated assets.

A related issue concerns the need to alert and educate a very large number of cryptocurrency holders about the
need to migrate to post-quantum addresses. This calls for updates to User Interfaces (Uls), ensuring quantum-safe
default settings, and possibly even coordinated messaging campaigns.

The technical and social complexities of switching blockchains to post-quantum signature schemes indicate that the
process will take years and cannot be delayed until the exact timeline and feasibility of constructing CRQCs become
completely clear (and again, those details might not be broadcast publicly). At the same time, these complexities
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and challenges are feasible to overcome as demonstrated by Algorand, Solana and the XRP Ledger which have made
notable progress in real-world adoption of PQC, as well as by QRL, Abelian and Mochimo which have used PQC
protocols from inception.

Nevertheless, even when blockchains implement post-quantum signature schemes and asset owners are able to
transact out of quantum-vulnerable to quantum-safe addresses, many blockchains will still contain quantum-vulnerable
assets, such as Bitcoin’s P2PK coins. The P2PK locking scripts have seen little use since 2009 and a majority of the
1.7 millions bitcoin have not been transacted since 2009 despite the fact that such coins are known to be vulnerable
to at-rest quantum attacks. This leads to the widespread assumption that (in most cases), the private keys of these
Bitcoin UTXOs have been lost. For example, accounts believed to have been owned by Satoshi Nakamoto hold about
1 million bitcoin [291, 292] behind these P2PK scripts and the most common theories are that Satoshi has either died
or deliberately burned his private keys (or never recorded them in the first place) either out of some sort of ideological
conviction or because they were almost worthless at the time they were initially mined [293-296]. If true, such assets
can never be safely migrated to a more secure protocol and remain fixed on the ledger without those private keys.
Thus, there is no obvious way to update Bitcoin in a fashion that would keep lost P2PK coins and other dormant
assets spendable by their owners and also protected against quantum computers. This makes them an especially
enticing target for quantum computers and pose a policy challenge for the Bitcoin community and governments.

VIII. DORMANT DIGITAL ASSETS
A. The Challenge Posed by Dormant Assets

Inevitably, some vulnerable assets will not migrate to post-quantum protocols in time or possibly ever, perhaps
because their owners do not learn of the threat until it is too late or perhaps because they have lost their private
keys. The Ethereum blockchain’s contract accounts present similar long-tail migration issues. Thus, in addition to
planning and executing upgrades to cryptographic protocols, each cryptocurrency community also faces challenges
regarding quantum-vulnerable assets and smart contracts that may linger on public blockchains for an extended or
indefinite period of time.

Despite lack of unambiguous precedent, many jurisdictions could classify accessing abandoned cryptographic assets,
such as the P2PK coins, without authorization as theft. However, we maintain that if protocol changes are not made,
vulnerable assets will eventually be cracked by quantum computers and taken irrespective of the law. In the absence
of a clear resolution, these assets are likely to become a lucrative target for bad actors. We quantify the scale of some
of the dormant assets at stake in Figure 13.

Quantum computing providers could put in place systems to detect and deny workloads involving Shor’s algorithm,
but sufficiently sophisticated actors may find ways to circumvent such safeguards, e.g., by using circuit obfuscation
schemes [298, 299]. Dormant digital assets, such as P2PK coins, are a sufficiently high value target that the asymmetry
of cyberdefense suggests an “assume breach” mindset. If taking the coins is clearly deemed illegal, then in the absence
of further policy changes, possible outcomes include: A technologically sophisticated adversary builds their own CRQC
and uses it to steal vulnerable bitcoins. An adversary hacks into a CRQC and uses it to steal vulnerable bitcoins. An
adversary coerces (e.g., through extortion, bribery or violence) people known to have access to a CRQC into stealing
or facilitating the theft of vulnerable bitcoins. A customer of a company cleared to use the device misappropriates
their access to steal vulnerable bitcoins or their access is commandeered by a hacker. This list is not exhaustive. We
cannot predict exactly how these coins would be taken but we maintain that if Bitcoin protocol changes are not made,
they will eventually be taken (perhaps using devices based in the U.S., perhaps not). Without protocol changes, laws
criminalizing the taking of these coins merely ensure they are eventually taken by nefarious agents. This possibility,
combined with the enormous value of the assets in question, calls for a resolute policy response.

In the rest of this section we discuss two complementary sets of policy options available to address the challenge
of dormant assets. First, we consider the three main policy options discussed in the Bitcoin community, called Do
Nothing, Burn, and Hourglass. We also propose a solution based on a new dedicated sidechain that employs offchain
cryptographic proofs of ownership to maximize the amount of dormant assets that return to their rightful owners. We
call our approach “bad sidechain” since it is inspired by the notion of “bad bank” [300] used for orderly resolution
of distressed assets in traditional finance. Next, we consider public policy responses available to governments. We
begin by explaining the practical reasons why legally mandating the destruction of the dormant assets is not viable.
Finally, we describe three realistic public policy options: regulated digital salvage, national security response, and
government, engagement with the Bitcoin community.
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Figure 13. Similar to Figure 7, this plot displays the BTC balance of the top 100,000 Bitcoin addresses ranked by value that
are vulnerable to at-rest attacks from exposed or re-used keys and have not initiated a spend in the last 5 years (This ignores
things like receiving dust [297]). The sum of all BTC in vulnerable addresses in this list is ~2.3 million BTC. Plot generated
using data from bigquery-public-data.crypto_bitcoin [139].

B. Bitcoin Community’s Options for the Challenge of Dormant Assets
1. Do Nothing, Burn, and Hourglass

The Bitcoin community (especially those with large Bitcoin holdings) might not be enthusiastic to have quantum
computers salvage the lost Satoshi era coins. Any sudden increase of total Bitcoin supply would likely lead to a decrease
in the value of Bitcoin. We note that the extent of this depends strongly on how, and how quickly, the coins are
reintroduced and how many new buyers step forward. Because large quantum salvage operations would themselves
quickly become significant holders of the cryptocurrency, they would have incentive to take steps to safeguard its
overall value, for example by reintroducing the coins slowly into circulation. We expect the total trove of P2PK coins
to take months (in Scenario 1) or years (in Scenario 2) to unlock, see Figure 14.

The Bitcoin community is considering three general categories of approaches to dealing with dormant assets [26]:
Do Nothing: the protocol is kept unchanged allowing quantum attackers to acquire the dormant assets. Burn: the
protocol is modified to render dormant assets unspendable after a certain date, effectively confiscating all assets
locked by P2PK scripts. Hourglass [301]: the protocol is modified to limit the rate at which dormant assets may be
spent. These proposals apply a one-size-fits-all policy blind to potential offchain proofs of ownership and are therefore
typically only proposed as a means of dealing with the narrow problem of P2PK coins. Later, we contribute a fourth
type of solution that takes offchain proofs of ownership into account, applicable to other classes of dormant assets.

The Do Nothing approach is motivated by the desire to protect property rights, avoid setting a confiscatory precedent
and preserve Bitcoin’s fixed monetary supply, but risks price volatility as the dormant assets are reintroduced into
circulation. By contrast, Burn prevents potential supply shock, but expropriates dormant assets. Indeed, any bitcoin
owner who does not transact into a post-quantum protocol in time would permanently lose their assets. Burn could
also potentially hurt the price of Bitcoin due the damaging precedent it sets. Accordingly, the Burn proposal has
proven controversial. Hourglass seeks to strike a balance between these competing concerns by avoiding confiscation
while stabilizing Bitcoin price. It also sets up a bottleneck for spending dormant coins which may incentivize parties
with CRQCs to enter into bidding wars that transfer some of the abandoned wealth to Bitcoin miners.

In their most straightforward incarnation, Burn and Hourglass proposals entail modifications to the Bitcoin protocol
that impose restrictions on transactions spending dormant coins: either by banning them outright after a certain date
(in the case of Burn) or limiting their number to for example one per block (in the case of Hourglass). The key
challenge for these proposals arises from the need for a broad consensus necessary to implement protocol changes.
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Cumulative Amount Harvested in a Quantum Salvage Operation

1M

100K -
] All Addresses
== Fast Clock (9 mins/key)
Slow Clock (14h - 12d/key)

All Except P2PK
e Fast Clock (9 mins/key)
Slow Clock (14h - 12d/key)

Cumulative Volume (BTC)

10K 4
1 P2PK Only

Fast Clock (9 mins/key)

Slow Clock (14h - 12d/key)

1072 107! 10° 10! 10? 103 10 10° 10° 107
Time Spent on Key Derivation (Days)

Figure 14. Cumulative amount of money harvested in a quantum salvage operation. We consider a single fast-clock quantum
computer or a single slow-clock quantum computer deriving private keys for public keys exposed in P2PK addresses in decreasing
order of amount locked. We assume 9 minutes per key derivation on the high clock speed architecture, where we are guided
by our rigorous resource estimates, and between ~14 hours and ~12 days per derivation on the slow-clock speed architecture,
where we employ a simplified model dominated by magic state cultivation with 10,000 to 200,000 qubits dedicated to cultivation
(vielding 200 and 4000 magic T states per second, respectively). The first wallet holds approximately 2 thousand BTC while
the total amount harvested is approximately 2.3 million BTC. Only public keys inactive for at least five years are included.
Plot generated using data from bigquery-public-data.crypto_bitcoin [139] combined with chainstate database and raw
blockchain data to account for the number of private keys an attacker must derive for each multi-signature address.

The Bitcoin protocol is maintained by a decentralized community of developers and the core network consists
of miners (which validate transactions and bundle them into new blocks) and full nodes (which relay blocks and
transactions and maintain a full and independent record of the entire blockchain). Software developers, businesses
operating mining pools, bitcoin holders, and individual users running full nodes, who together form the Bitcoin
community, need to work together to implement and adopt protocol changes, such as Burn and Hourglass.

There are two ways that technical changes can be made to the Bitcoin protocol. The most desirable type of update
is known as a “soft fork”. A soft fork is possible when changes are “backwards compatible” and a decisive majority of
miners and node operators agree to implement a proposal. The basic idea of a soft fork is that as long as the proposed
change is narrowing the protocol rules (the new rules are a subset of the prior rules, e.g. banning certain UTXOs) then
as long as a majority only acknowledge blocks that follow these rules, the longest blockchains (and thus, ultimately,
the blocks that become permanent) will also follow these rules. However, if the change does not constitute a narrowing
of the consensus rules or a clear majority cannot be established, then the only way to push a change is via hard fork.
The community generally tries to avoid hard forks, because they result in multiple versions of the cryptocurrency, as
happened for example in the 2017 hard fork that created Bitcoin Cash. From a technical perspective, both Burn and
Hourglass proposals could be implemented as a soft fork since banning or limiting transactions that spend dormant
coins is a narrowing of the protocol rules. However, this requires broad support in the community.

Consensus remains elusive. Indeed, different members of the Bitcoin community have different philosophical beliefs
and financial incentives. Those who consider digital property rights fundamental tend to have strong objections
to the Burn proposal. Large Bitcoin holders are likely concerned about a potential supply shock and its effect on
Bitcoin price. Miners may welcome Do Nothing and Hourglass proposals due to potential increase in transaction fees
and volumes. The diversity and complexity of the Bitcoin community makes the ultimate outcome of these ongoing
debates hard to predict. Indeed, an informal poll at 2025 Presidio Bitcoin Quantum Summit in San Francisco saw
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roughly equal support for each of the three categories of solutions [26]. In the event of a hard fork, every owner of
the original digital asset becomes an owner of an equal amount of each of the two cryptocurrencies emerging from
the fork. Relative value of the two assets depends on the ensuing market dynamics. Example developments that may
affect relative price of the two cryptocurrencies include significant sales of one of the assets by a major cryptocurrency
holder, especially when combined with simultaneous purchases of the other as well as new buyers stepping forward
to build up positions in reaction to the fork’s effects on predictions of future returns. By contrast, miners generally
follow the changing valuations of digital assets.

Irrespective of the outcome of the debate, governments will need to decide whether or not to legalize the salvage
of dormant assets for the reasons outlined in the prior section. Indeed, it might be reasonable policy for governments
to both legalize the salvage of dormant assets while also recommending that the Bitcoin community burn them. This
is not contradictory because it would be taking a position that it is best for the Bitcoin community to protect itself
from any adverse economic consequences of quantum salvage, while also recognizing that it cannot control how the
protocol is updated.

2. Bad Sidechain

Even though the Bitcoin blockchain does not provide any mechanism to distinguish the true owner of dormant
assets from someone who used a CRQC to derive the private key, for some assets there are offchain mechanisms to
do this. Indeed, many public keys are derived from a mnemonic code — a group of easy to remember words — [302]
which a quantum attacker cannot recover, but the original owner could present as proof of ownership. Similarly, users
can create offchain cryptographic proofs of ownership in systems such as Project 11’s yellowpages registry [303].

None of these offchain proofs of ownership is accepted on the Bitcoin blockchain, but the community could launch
a special-purpose pegged sidechain [223, 224] where CRQC operators could send the recovered dormant assets, such
as P2PK coins, for resolution. The sidechain would implement manual or automated processes for identifying true
owners of the original coins and would transfer the assets back to the Bitcoin network once the ownership question
is resolved. The recovery sidechain could be derived from a post-quantum variant of Ethereum to enable the use
of smart contracts to automate some or all of the resolution processes and its bridge to Bitcoin could be based on
the Rootstock blockchain [225] which brings EVM-compatible smart contracts to Bitcoin. CRQC operators may be
incentivized to send dormant coins to the recovery sidechain by contingent fees or forced to do so by a protocol
upgrade, law, or both.

To expedite recovery, the setup could allow greater centralization than what is acceptable on the Bitcoin blockchain.
For example, it could be governed by a consortium of stakeholders, perhaps organized in analogy to Liquid Federation
that runs the Liquid Network sidechain [304]. The consortium could approve offchain ownership proof mechanisms,
set recovery fees, decide burn schedules, adjust the peg and manage the pace of return of recovered coins to control
inflationary effects. At a high level, the sidechain would serve a function bearing some analogy to the “bad bank”
used in the resolution of distressed assets on the books of a failing bank in traditional finance [300].

In the presence of a broad agreement on what types of proofs of ownership are acceptable, one can imagine a
decentralized market ecosystem of multiple recovery sidechains competing for CRQC-recovered dormant assets. Each
sidechain would accept financial risks arising from the legal obligation to return funds to the original owners and
would bear the costs of acquiring dormant assets from CRQC operators while attempting to turn a profit by charging
owners a deposit fee for the amount of time the recovered assets were held on the sidechain and eventually on the
portion of assets for which the return obligation ultimately expires. Compared to Do Nothing, Burn, and Hourglass,
the Bad Sidechain approach maximizes the value returned to the rightful owners as well as the value retained in the
cryptocurrency community (assuming this community develops, deploys and operates the recovery sidechains) at the
cost of greater technical, political and legal complexity.

C. Public Policy Options for the Challenge of Dormant Assets

The most important objective of the transition to quantum-secure blockchain technology is to protect ongoing
onchain economic activities. It is possible, even likely, that concerted efforts will fully attain this goal before the
first CRQCs come online. By contrast, the objective of preserving transaction confidentiality on privacy-preserving
blockchains, such as Zcash and Monero, cannot be fully achieved due to retroactive degradation of ECDLP-protected
privacy of known addresses by quantum-capable adversaries.

Another objective is to prevent rogue actors from acquiring substantial quantum-vulnerable assets. This objective
is unlikely to be fully achieved by means available to the cryptocurrency communities alone. Indeed, the Bitcoin
community in particular remains divided about the handling of dormant assets [26] and some options being considered,
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such as Do Nothing and Hourglass discussed earlier, explicitly allow dormant assets to be acquired by actors with
CRQCs. Even if the Burn policy ultimately wins on all major blockchains, its practical application may achieve only
partial success due to complexities of dealing with the inevitable long tail of unmigrated assets with lost keys and in
abandoned wallets. These complexities are addressed by our Bad Sidechain proposal, but its political and technical
complexities might be prohibitive. Moreover, policy disagreements may potentially lead to hard forks. Some of the
forked blockchains may then retain dormant assets whose fiat value, while reduced compared to the pre-fork amount,
can still be substantial. Furthermore, even if disagreements and hard forks are avoided, the long time required to
migrate assets to post-quantum protocols [28] may leave a window of opportunity for actors with CRQCs to acquire
a portion of dormant assets.

These challenges suggest that the problem of dormant assets is unlikely to be solved completely before the first
CRQCs are built. Therefore, governments may need to consider their own options for dealing with offchain conse-
quences. Next, we explain why legally mandated “destruction” of dormant assets would be an extremely challenging
and likely ineffective policy option for governments before outlining three more realistic policy responses.

1.  Regulated Destruction of Dormant Assets is Not Viable Policy

Many legal systems around the world place constraints on the power of governments to take over or destroy private
property, such as the Fourth and Fifth Amendments to the United States Constitution. However, even governments
that lack or manage to overcome such constraints cannot unilaterally “destroy” dormant cryptocurrency assets. Due
to the cryptographic relationships between the blocks on the chain, rewriting the contents of a block requires changing
all the blocks that follow it. However, some dormant assets, in particular an overwhelming majority of the P2PK
coins, are recorded in some of the oldest blocks of the chain (see Figure 4), so erasing them would entail rewriting
essentially the entire blockchain history. The computational cost of doing so is equivalent to the computational cost
of re-mining more than a decade of Bitcoin’s history.

However, a government could require Bitcoin miners in their jurisdiction to reject transactions that spend dormant
assets. The cryptocurrency community refers to this as transaction censorship and regards it as extremely controver-
sial. Indeed, removing the need for third party intermediaries together with the associated costs and risks, including
transaction censorship, are among Bitcoin’s central design objectives [26, 140, 305]. Blockchain networks exhibit a
significant degree of censorship resistance due to the decentralized nature of their architecture, transaction settlement
mechanism and governance. If a government banned mining transactions spending dormant assets, then foreign miners
outside cooperating jurisdictions could continue to include them in their blocks. Thus, this policy action can delay and
increase costs for offending transactions, but does not prevent them from ultimately being settled on the blockchain.
Indeed, this is what happened after the U.S. Treasury’s Office of Foreign Assets Control (OFAC) sanctioned Tornado
Cash [70, 306], a smart contract protocol, in August 2022 [307, 308]. The sanctions were successful in substantially
reducing user participation in the protocol and delayed its transactions as many block builders and validators chose
to cooperate. However, they ultimately failed to prevent Tornado Cash transactions from eventually being settled by
uncooperating network participants.

Therefore, a government would in fact have to require domestic miners not only to reject transactions that spend
dormant assets but also valid blocks mined elsewhere and containing banned transactions. Such an action would likely
result in Bitcoin mining moving abroad, as it did in 2021 following the ban on Bitcoin mining in China [309-311].
Alternatively, if a sufficiently large number of miners stayed, the blockchain would undergo a hard fork splitting
into two — a domestically mined censored chain and a foreign-mined uncensored one — while leaving every owner
with an equal amount of digital assets on both forks. Ultimately, the action would solve the challenge of dormant
assets on the censored domestic blockchain while leaving it unsolved on the uncensored one. The degree of success
would depend on the relative value of the two cryptocurrencies which would in turn depend on the behavior of market
participants, especially large cryptocurrency holders. Given the importance of censorship resistance to cryptocurrency
communities, it is reasonable to expect the value of the censored cryptocurrency to suffer significantly due to loss of
trust and abandonment by users. In addition, offchain, the action could trigger litigation against expropriation and
destruction of billions of USD of private property. At the end of the day, despite the high costs, legally-mandated
transaction censorship would likely fail to secure dormant assets against quantum attacks as they would remain
vulnerable on the uncensored foreign-mined blockchain.

In order for this type of forceful policy response to have any hope of success, a large fraction of all miners globally
would have to acquiesce to transaction censorship. Rough estimates put the joint mining power of the United States,
China, Kazakhstan, Canada and the European Union at about 85% of global mining power [312] (these estimates
must be treated with caution since reliable information about miner location is not easily available). This falls short
of majorities generally associated with consensus-based protocol upgrades, such as Taproot which reached 99.85%
of miner support [313]. Moreover, despite the estimates that miners are concentrated in the above countries, the
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cryptocurrency mining industry is mobile and responsive to financial incentives [309], so in order to deny rogue actors
equipped with CRQCs access to dormant assets, a broad, multi-lateral government response would likely be needed to
coordinate a long-lasting impact. However, each individual government would be incentivized to allow the proceeds
from liquidation of these assets to be realized in their jurisdiction, creating the dynamics of a multi-party Prisoner’s
Dilemma [314, 315]. This would constrain and complicate international cooperation [316] while traditional foreign
policy tools for overcoming these limits and complications via institution building [317] would likely prove inadequate
due to the possibility of state support for some CRQC-equipped rogue actors. Given the inherent challenges of tightly
enforced and sustained international regulation of a globally dispersed and mobile industry, this policy action would
face immense practical barriers to success, in addition to forceful opposition from the cryptocurrency community.

2.  Digital Salvage

Bitcoin’s ownership model (as well as that of many other cryptocurrencies) is based on the principle that the owner
of any given asset is anyone possessing the knowledge of the private key corresponding to the public key to which
the asset is locked on the ledger. This principle rests on the assumption that the private key cannot be computed by
anyone else. However, a CRQC can quickly derive a private key from any public key, thus breaking the foundation
of Bitcoin’s model of ownership. As soon as actors with access to CRQCs enter the scene, confidence that parties
transacting in Bitcoin once had in the ownership of their respective digital assets is irrevocably lost. At this point,
none of Bitcoin’s onchain mechanisms provide a reliable means of identifying asset owners.

One public policy option treats dormant assets as effectively abandoned property subject to regulated digital salvage
(akin to “sunken treasure”). Existing legal frameworks and property laws provide general guidance for dealing with
various types of lost, abandoned and unclaimed assets and help imagine what digital salvage might look like. Principles
such as escheatment [318], treasure trove, adverse possession, and maritime salvage offer general precedent for regulated
recovery of abandoned property. A legal argument that dormant assets are lost or unowned assets can be made based
on the fact that none of the information on the Bitcoin blockchain enables one to distinguish the true owner from
someone with access to a CRQC (though in some cases offchain information may fill that gap). Another general legal
principle that may apply is the doctrine of laches [319]; if an owner of dormant coins has known for years that their
assets are at risk and has failed to transact them to a post-quantum address, then they may be deemed to have failed
to assert their rights through inaction.

In the United States, a specific law that might provide a concrete policy blueprint is the Revised Uniform Unclaimed
Property Act (2016) [320] which governs the handling of abandoned property, both tangible and intangible, including
“virtual currency”. In particular, its Article 10 regulates examinations of records for the purpose of identification of
unclaimed assets and the transfer of their custody to state authorities. RUUPA implementations specify inactivity
time necessary for an asset to be deemed abandoned and regulate fees for record examinations. Following the logic of
Article 10, a contract auditor might assist a government’s administrator in examination of transaction records on the
blockchain to identify digital assets whose public keys have been exposed and which therefore lack reliably identifiable
owners. Subsequently, the auditor could use a CRQC to derive the private keys of the identified assets to facilitate
the transfer of their custody to state authorities. This type of policy option would introduce a powerful, market-based
incentive for quantum computer development and would allow for the resulting financial gains to be transparently
integrated into the formal, taxable economy, before they are recovered by bad actors.

However, even though these laws and principles provide a potential basis to design a digital salvage policy, none of
them meets the challenge in their present form. In particular, RUUPA deals with assets in possession and control of
a business entity called a “holder” and distinct from the assets’ owner. However, no party involved in the operation
of the Bitcoin blockchain clearly meets the legal requirements to be the “holder” of the dormant coins. Indeed, none
of them possess or control the coins since none of them know the private key. Moreover, RUUPA is a model law of
which individual US states enact their own variants while the Bitcoin blockchain is a single world-wide distributed
ledger. In the absence of legal precedent, it is ambiguous as to whether the Bitcoin blockchain falls under the purview
of RUUPA and it is unclear how one would resolve inevitable conflicts in its application in different states.

8. National Security Response

The transnational character of the Bitcoin blockchain suggests a second type of policy option that recognizes the
spectre of dormant assets falling to rogue actors as a national security risk. Indeed, some governments will have the
option of using CRQCs (or paying a bounty to companies) to acquire these assets (possibly to burn them by sending
them to the unspendable OP_RETURN address [321]) as a national security matter. As before, blockchain’s loss of the
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ability to reliably identify asset owners combined with the laches doctrine [319] enables governments to argue that
the original owners, through years of inaction, have failed to assert their property rights.

4. Engagement with Bitcoin Community

Finally, governments have the option to engage in a dialog with the cryptocurrency community to advocate for
solutions based on their broader offchain consequences. Bitcoin has its origins in the cypherpunk movement espousing
the “code is law” philosophy [322] and traditionally characterized by a techno-libertarian ethos [323]. The commu-
nity fiercely guards its independence and has a strong preference for reasoned technical solutions arrived at through
consensus-seeking discussion over forceful legal interventions. Its general skepticism of government intervention has
also been expressed by Bitcoin’s pseudonymous creator Satoshi Nakamoto in the genesis block (block zero) which
immortalizes a news headline: “The Times 03/Jan/2009 Chancellor on brink of second bailout for banks”. All of this
suggests that the Bitcoin community may prove a potentially challenging partner for governments. However, in recent
years, as the Bitcoin community has come to resemble the wider society, the original techno-libertarian ethos has lost
some of its former centrality potentially making them easier for governments to engage with it. Moreover, the com-
munity has always had a strong sense of the ecosystem’s own interests, including its financial stability and continued
success, suggesting potentially shared interests with governments, especially for large cryptocurrency holders. This
creates the possibility of a productive engagement and an opportunity for governments to shape the community’s
ongoing debates about the challenge of P2PK coins and other dormant assets.

IX. OUTLOOK

The emergence of CRQCs represents a serious threat to cryptocurrencies that demands a close examination of
possible developments at the intersection of quantum computing and digital finance. While the quantum computing
and cryptocurrency communities have largely operated in isolation, the significant reduction in resource requirements
detailed here necessitates a convergence of these two worlds. Our finding that a superconducting architecture could
break 256-bit ECDLP with fewer than half a million physical qubits challenges conventional wisdom regarding the
timeline of the threat. This is not merely a distant danger to dormant keys; the potential for early fast-clock CRQCs
to launch on-spend attacks within Bitcoin’s ten minute average block time places active transactions at immediate
risk, dismantling the assumption that fee-based prioritization alone can outrun quantum adversaries.

This rapidly closing window forces the Bitcoin community to face urgent and difficult decisions regarding legacy
assets, such as the 1.7 million bitcoin locked in P2PK scripts and an even greater amount of assets vulnerable due
to address reuse. Because dormant assets cannot be migrated via standard software updates, they represent a fixed,
multibillion-dollar target that will inevitably become accessible to a quantum actor. One way to address this would be
a bifurcated approach that respects the distinct authorities of the state and the decentralized network. Governments
have a range of policy options to prevent these assets from falling to rogue actors, such as regulated salvage, national
security intervention, and engagement with cryptocurrency communities to shape technical solutions. These policy
actions help enable the funds resulting from the recovery of P2PK coins and other dormant assets to flow into the
formal, taxable economy rather than empowering political adversaries, rogue states, or criminal syndicates. A clear
policy framework could act as a complement to, rather than a substitute for, technical intervention. The Bitcoin
community retains the autonomy to decide whether to “burn” these vulnerable coins to preserve the chain’s financial
stability, allowing these strategies to function in parallel: governments create legal containers to manage the potential
chaos of inevitable salvage, while the community simultaneously weighs the difficult choice of breaking immutability
to destroy the vulnerable supply.

Ethereum also faces substantial at-rest vulnerabilities that must be dealt with before CRQCs arrive. The account
model uses vulnerable elliptic curves as a core component of onchain identity, putting all accounts that have carried
out transactions at risk including high value accounts, such as exchange hot wallets. Smart contracts with exposed
admin keys that cannot be easily rotated (without draining and replacing the contracts themselves) create a logistical
bottleneck for security upgrades that puts “low ether, high leverage” accounts and contracts responsible for tokenized
real-world assets, oracles, bridges, guardians, etc. at risk. Moreover, the potential compromise of validators threatens
the integrity of the Proof-of-Stake consensus mechanism itself, creating an existential risk to the chain’s continued
operation. Finally, the vulnerability of Data Availability Sampling mechanism opens it up to on-setup attacks that
can be launched without a quantum computer using a reusable exploit created once on a CRQC. Ethereum is more
exposed than Bitcoin due to the prevalence of at-rest vulnerabilities, but its recent active steps towards PQC migration
promise a potentially more expedient transition to quantum-safe protocols.
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Ongoing developments in other blockchain technologies and financial services also add to the urgency. In particular,
tokenization of real-world assets, actively taking place on blockchains such as Ethereum and Solana, is expected to
open up markets projected to exceed 16 trillion USD by 2030 [51]. At the same time, the cryptographic protocols
underlying tokenization remain vulnerable to quantum attacks. In fact, upgrades and new features continue to be built
on quantum-vulnerable cryptography and in some cases even weaken existing protections. Given that tokenization
is projected to push the potential value of quantum-vulnerable assets above the “too-big-to-fail” economic stability
thresholds, the situation may justify policy interventions, such as a mandate to deploy post-quantum cryptography.

We contend that the amount of time remaining before the arrival of CRQCs still exceeds the amount of time
needed to migrate public blockchains to PQC, though the margin for error is increasingly narrow. Therefore, we
have offered updated resource estimates for quantum attacks on blockchain cryptography together with an analysis of
vulnerabilities and mitigations in order to urge all vulnerable cryptocurrency communities to begin PQC transition
immediately while its timely completion is still the likely prospect. We have also discussed policy options to address
offchain consequences of some of the possible migration paths. Finally, we have drawn attention to the numerous
ongoing efforts towards PQC transition, such as the development of post-quantum blockchains like the QRL and
Abelian, the integration of post-quantum protocols on Algorand, post-quantum experimentation on Solana and the
XRP Ledger, as well as the active research and development initiatives spearheaded by the Ethereum Foundation.
Above all, these trailblazing projects demonstrate that transition to post-quantum cryptography is realistic and instill
hope that it will have been completed before the first CRQCs come online.
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knowledge properties of SP1 proofs, noting that Groth16/PLONK proofs are ZK and STARK proofs currently are not.

Appendix A: Appendix: Zero-Knowledge Proof of Resource Costs

In this Appendix, we provide a Zero-Knowledge (ZK) proof to substantiate the resource estimates for breaking the
256-bit Elliptic Curve Discrete Log Problem (ECDLP) described in the main text, without disclosing our improved
logical circuits. We use the SP1 Zero-Knowledge Virtual Machine (zkVM) [83] to generate a Grothl6 Zero Knowledge
Succinct Non-interactive ARgument of Knowledge (SNARK) [233] proof of the fact that we possess a quantum circuit
that correctly implements elliptic curve point addition on the secp256k1 curve [84, 85] and satisfies certain resource
constraints. In the subsequent sections, we also describe how these resources relate to the resources for running the
full protocol for solving ECDLP on a quantum computer. Below, we state our precise ZK statements for the two
circuit variants optimized for low qubits and low gate counts. For each ZK statement, we provide the verification
key corresponding to our compiled Reduced Instruction Set Computer V (RISC-V) Executable and Linkable Format
(ELF) binary, SHA-256 hash of our committed circuits and Groth16 proof bytes generated using SP1. The binary
file containing the proof binary with public outputs can be found in our Zenodo upload [92].

1. Low-Qubit Circuit Variant

Zero Knowledge Proof Statement 1 (Low-Qubit Variant) We possess a quantum kickmiz circuit Clow-qupit
(uniquely committed to via its cryptographic hash) with resource counts of at most:

e 2,700,000 non-Clifford gates (CCX + CCZ)
e 1,175 logical qubits
e 17,000,000 total operations

that correctly computes point addition on the elliptic curve secp256kl across all 9,024 pseudo-random inputs deter-
ministically derived from the circuit’s own hash.

Circuit SHA-256 Hash:
0xcc8f532ffeal583ceed3c9af75de3263ebaddd5fdf3cddfb3dea848b94d0396a

Groth16 Proof Bytes:
0x0e78£4db0000000000000000000000000000000000000000000000000000000000000000008cd56e10c2fe24795cff1e1d1£40d3a
324528d315674da45d26afb376e86700000000000000000000000000000000000000000000000000000000000000000215c7fe4fchb9
7b861d82370ab556684ae36e98cf073e7£754f2788ad58721dbd012927516£316e7b4f3effb1dbd567732611cb0334£2d75e529¢c5e3
becd0629¢c17605c7££87c6£23324328744454bdec0df425a4a63e3358c10079c85ef757412ae86ae1£85bf47e£6980852d6£65423be
2d90adbb5b29896493324128b1cda0a0042£7138c850al1cad441210ba770a2eee39d56£6£90bf68b7a346e1658c6529715334621b6ela
63b85875b8c8a610e0d885662879755803027dad57d97140afb2498bbb63215b236575£95b0019£2b9713bc810e1e044d47ab360e92
b899c46512fc97460609186bf1fe01c892a8015fb00e7fdeal1b08£88c6adb79b1243518

Verification Key:
0x00cad4af6cb15dbd83ec3eaab3a0664023828d90a98e650d42d340712f5£3eb0d4

2. Low-Gate Circuit Variant

Zero Knowledge Proof Statement 2 (Low-Gate Variant) We possess a quantum kickmiz circuit Ciow-gate
(uniquely committed to via its cryptographic hash) with resource counts of at most:

e 2,100,000 non-Clifford gates (CCX + CCZ)

o 1,425 logical qubits

e 17,000,000 total operations

that correctly computes point addition on the elliptic curve secp256kl across all 9,024 pseudo-random inputs deter-
ministically derived from the circuit’s own hash.
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Circuit SHA-256 Hash:
0x24f5758£2216aa87aa2806af32a0db788767b873cf6869510cca3d893b3£8a69

Groth16 Proof (Hex):
0x0e78£4db0000000000000000000000000000000000000000000000000000000000000000008cd56e10c2fe24795cffle1d1£40d3a
324528d315674da45d26afb376e867000000000000000000000000000000000000000000000000000000000000000000a11fe07d3af
€9d5e9b5af9fdb37fc38bd529d09b92e08350556a3a38ad03f1b2ed337741ecfeael1ab5849d1927cdfc3eadd211734cd747fc4ab534
449ebfd1e2130fde87661e0e0fbabec2055¢130d875c7fa3358e25e2236€928520eddfa992a9e6510d0635161c62e0e29£4c28921f5
6126a908b286c4d910089780441a5811799d5c7dbf293ac3e6d5£51267efbf95cf8643cb28c5f7c2bac8ee9d4b55¢c830475b328££9F
9b257£2383e7934aaab12616e04645bf6a2b9820cafbadfd3830655d676b7f£376817bbd18a178cf091ad4f4e53b2e322a1d75b3e14
00d9p66el1febd01eae0df274d7a774f0bd2fc471ceb74348daeaac3ee288dcd282456a33

Verification Key:
0x00cad4af6cb15dbd83ec3eaab3a0664023828d90a98e650d42d340712f5f3eb0d4

3. Circuit Architecture and Approximate Correctness

First note that in this Appendix we sometimes say “Toffoli count”, instead of “non-Clifford count”, despite including
CCX and CCZ gates in the count (technically Toffoli refers specifically to a CCX). Furthermore, in our quantum
circuits, some instructions do not execute because they are conditioned upon classical bits. Because the exact number
of executed CCX and CCZ gates depends on the runtime input, we report the average executed Toffoli count as
measured across the 9024 evaluated test cases.

Similar to prior works [44, 89], our elliptic curve circuits perform a sequence of in-place windowed elliptic curve
point additions, each requiring three table lookups. The core operation evaluates

Q < Q+ P[K]

where P is a (classically) pre-computed table of elliptic curve points (P[0], P[1], ..., P[2¥ —1]), w is the window size,
k is a w-qubit quantum register storing an integer in two’s complement representation, and @ is a 2n qubit target
accumulator register holding a superposition of points on the elliptic curve. Because it is well known how to build
the entire algorithm out of these Q += P[k]| operations, we focus on proving that this operation is approximately
correct. This is helpful because while the overarching ECDLP algorithm relies on quantum interference, this specific
point addition subroutine evaluates a purely classical boolean function. While it could theoretically be synthesized
entirely from a standard classical reversible gate set (NOT, CNOT, and CCNOT /Toffoli gates), we use measurement
based uncomputation [93, 324] to reduce the non-Clifford gate counts.

Given the cost of a point addition, we can derive the cost of the entire ECDLP algorithm. The algorithm performs
phase estimation across two variables [86, 325], each requiring n = 256 controlled elliptic curve point additions.
Similar to [89], we can merge w point additions into one windowed point addition at the cost of 3 x 2% Toffolis. Also
similar to [44], we replace the first windowed point addition with a direct lookup of its output and skip the last three
windowed point additions by using additional classical post-processing [326]. Thus, the total non-Clifford gate cost
of the n-bit ECDLP circuit is

; 2
ECDLP% g = (PA% ¢+ 3 x 2) x (” - 4) (A1)

w
where ECDLP7, ¢ is the total number of Toffoli gates needed by the n-bit ECDLP circuit, PA7 g is the number of
Toffoli gates used by the n-bit point addition circuit and w is the window size.

Naively, we would require 2n additional qubits for the two phase estimation registers to obtain the qubit costs of the
final ECDLP circuit. But using qubit-recycled Quantum Fourier Transform [327], it is sufficient to only maintain a

single w length phase register used to control the windowed point additions. Thus, the qubit cost of the final ECDLP
circuit scales as

ECDLP&ubits = (PAgubits + ’LU) (AQ)

where ECDLP,1,i¢5 is the total number of logical qubits needed by the n-bit ECDLP circuit, PAf, s is the number
of logical qubits used by the n-bit point addition circuit and w is the window size.
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Given the costs of our point addition circuit, the optimal window size is w = 16. At this window size, a total of

2 x 256
( 16 —4) =28 (A3)

windowed point additions are performed for the 256-bit ECDLP algorithm.

Compared to the millions of gates used by the windowed lookup point additions, there are negligible additional costs
in the final circuit. For example, we use measurement based uncomputation to uncompute the table lookups [328]
which has a small cost associated with it. Similarly, each phase estimation must be accompanied by a small amount
of work associated with performing a qubit-recycled Quantum Fourier Transform [327]. We note again that these
details are not expected to materially help an adversary as they have been common ingredients of all papers on using
a quantum computer to break ECDLP since 2019.

4. Measurement Based Uncomputation and Kickmix Circuits

We use measurement based uncomputation (MBUC) [93, 324, 329] to clear intermediate ancilla qubits. Traditional
reversible computation requires executing the inverse circuit U to cleanly disentangle the intermediate ancilla qubits
used as temporary scratchpad, effectively doubling the logical gate counts. MBUC offers a cheaper, measurement
driven alternative. Again, this is a common thread in all recent work and so the fact we use MBUC should not be
surprising to an adversary. Suppose, in every branch of the superposition, an ancilla qubit ¢ holds a deterministic
boolean function f(k) of the data register, represented by the state Y oy |k) | f(k)). Measuring ¢ in the Pauli X basis
yields two equally probable outcomes:

e |+) (False): The qubit ¢ is successfully disentangled and erased. The system collapses to > ay, |k). No additional
uncomputation operations are needed.

—) (True): The qubit ¢ is erased but a phase kickback occurs, negating the amplitudes of the states where
= 1. e system collapses to )  ag(— .
f(k) =1. Th 11 1)f®) |k

In the latter case, the uncomputation is incomplete until a phase correction is applied. This is possible because the
data register |k) is preserved and the phase correction is a function of k. The cost of this phase correction is usually
slightly smaller [329], and sometimes much smaller [328], than the cost of computing f(k).

We define kickmix circuits as the specific subclass of quantum circuits composed entirely of classical reversible
logic gates, measurement-based uncomputation via Pauli-X basis measurements, and diagonal phasing gates for phase
correction. By restricting the architecture exclusively to this gate set, we ensure the circuit never generates intractable
quantum entanglement and can be efficiently simulated classically [324]. The etymology of kickmix derives from the
circuit’s ability to support phase kickback and mizing classical states.

5. Verifiable Fuzz Testing via the Fiat-Shamir Heuristic

Shor’s algorithm functions well even if a small percentage of values in the superposition are wrong — a superposition
with 1% of points in the wrong place will cause the algorithm to fail at most 1% of the time [46, 86, 330]. Consequently,
it is sufficient for us to prove our circuits are approximately correct rather than exactly correct.

For the proof of approximate correctness, we use fuzz testing. We prove 9024 random inputs, chosen by the Fiat-
Shamir heuristic [91], are mapped to the correct output. This is sufficient for 128 bits of cryptographic security that
the circuit is acting correctly on at least 99% of inputs, because if the circuit mapped more than 1% of inputs to the
wrong output then the probability of it passing 9024 independent random tests without a single failure is at most
(1 —0.01)%24 ~ 27130, Ty implement the Fiat-Shamir heuristic, we use the SHAKE256 extendable-output function
(XOF) [331] seeded with the bytes of the secret circuit as a Cryptographically Secure Pseudo Random Number
Generator (CSPRNG). Each test point is generated as G - k where G is the curve’s generator and k is a random 256
bit integer sampled using this CSPRNG.

6. Cryptographic Attestation via SP1 and Groth16 SNARK

To provide a publicly verifiable proof that this Fiat-Shamir fuzz testing was executed honestly on a circuit C
satisfying our claimed resource bounds, without publishing C' itself, we simulate C inside the SP1 Zero-Knowledge
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Virtual Machine (zkVM) [83]. SP1 acts as a standard RISC-V processor that mathematically arithmetizes its own
execution. We implement a guest program to be run inside the SP1 zkVM consisting of our kickmix circuit simulator,
the Fiat-Shamir testing framework, and the secp256k1 elliptic curve point addition logic in standard Rust, which SP1
compiles directly into RISC-V bytecode.

Inside the zkVM, the guest program performs four critical tasks. First, it computes a SHA-256 hash of the input
circuit and commits it as a public output, along with the demanded resource counts that the input circuit must
satisfy. Second, it uses the SHAKE256 extendable-output function (XOF) [331] initialized with the bytes of the
secret circuit to generate 9024 test inputs via the Fiat-Shamir transform, as described in the section above. Third, it
simulates the parsed circuit using the kickmix simulator on the 9024 Fiat-Shamir derived test cases to prove functional
correctness of the parsed circuit. The kickmix simulator uses the XOF initialized above for input test generation,
as a pseudo-random number generator (PRNG) to simulate quantum measurements in MBUC. The simulator also
records the total number of non-Clifford gates (CCX+CCZ) executed by the circuit across the 9024 test runs. Finally,
the program asserts that the input private circuit satisfies the demanded resource counts — verifying that Clow-qubit
executes at most 2,700,000 Toffoli gates and requires at most 1175 logical qubits and Ciow-gate €Xxecutes at most
2,100,000 Toffoli gates and requires at most 1425 logical qubits.

As SP1 simulates the guest program, it records the state of the CPU at every clock cycle into an execution trace
matrix. To cryptographically attest to this multi-billion-cycle execution, SP1 divides the computation into shards
of roughly 222 RISC V instructions, generates a STARK proof [332] of each shard, and leverages recursive proof
composition [333, 334] to generate a final compressed STARK proof. However, since individual STARK proofs in
SP1 do not currently satisfy the Zero Knowledge Property [335], we invoke the SP1 prover in Groth16 mode which
wraps the compressed hash-based STARK proof into a Groth16 zk-SNARK [233] and ensures Zero Knowledge and
Succinctness. The resulting zero-knowledge proof artifact is published alongside our prover and verifier code in the
accompanying Zenodo dataset [92].

Finally, we note a practical irony in our choice of cryptographic attestation. Because the Groth16 SNARK relies
on pairing-friendly elliptic curves, its soundness is inherently vulnerable to the very quantum attacks analyzed in this
work. In principle, one could use a sufficiently large, fault-tolerant quantum computer to forge this zero-knowledge
proof. However, since cryptographically relevant quantum computers do not exist as of today, the soundness of our
proof remains intact.

7. Code Availability for Zero-Knowledge Proof

The source code for generating the Zero-Knowledge (ZK) proofs, along with all associated artifacts, is archived and
publicly available in our Zenodo repository [92].
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